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VOLUME 1 SYNOPSIS

Paragraph

Orlgin Of t'lIIICOM" lllllll e e * = l..'.-...l'.!ll..'.'l
The European fxis cryptanalytic effort agalinst

Unitad -..\-..ates communic&tions.........................
Organizetion of German Signel Intelllgence Agencies....
The 3ignal Intelllgence Agency of the Army High

Command. DS S g

£ W

The Signal Intelligence Agency of the Air Force
Hight COBMBIR ¢y v vwom s ms o oivem sm s wsm s s o sesmsesna a ¥ § #ie 9 5
The Slgnal Intelligence Agency of the Navy High

OB 55 55 5 3w o b6 8o g d s T Tyl -
The Sigral Intelligence Agency of the Supreme

Command Armed FOrCeS. ...vcveeeesstocsssscassnnasssnss [
The German Foreizn Office Cryptanalytic Section........ 8
Goering's "Rescarch” BurefU........ceoceeeecovassncsseee 9

Collaboration between German Signal Intelllgence

Agencles 1n Cryptographic Matters.....ceesvesasesosssdt)
'.llaboration between German Signal Intelligence

Agencles 1in Cryptanalytic Matters....covevessccaessssndl

a.

Relationships between Forelgn Office Crypt-
analytic 8ection, Goering's "Research"
Bureau, and the Signal Intelligence Agency of
the Supreme Command Armed Forces.

Military Agency Relatlionships--exchanges of
cryptanalytic information,

Military Agency Relationships--exchanges of
personnel.

Hilitary Agency Relationships--cooperation vith
regard to IBM and Rapid Analytic Machinery.
Military Agency Relationsi.ips--cooperation
with regard to interception.

Cooperation between Military and Civilian
Agencles on solution of Agents' systems.
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' Paragraphs
Other Axls {European) Cryptanalytic Agenties.......... 12
a. Italian Cryptanalytic Agenciles.
b. The Hungarian Cryptdnslytic Agency.
¢. The Austrian Cryptaﬂalytic Agency.
d. The Finnish Crgp 1ytic Agency-
e. The Bulgarian Cryptanalytic Agency.
Liaison betuveen Geruman SignalEIntelligence Agencies
and other Axls Cryptanalytic Agencies.............. A3
a Liaison with Japan.
b. Liaison with Italy.
¢. Lialson with Hungary
d Liailson with Finland.
e. Liaison with 8pain and Bulgaria.
Chart summarizing results of Europe&n Axis Crypt-
R L N T I YT va. 14

1. Origin of "TICOM".-- |The word "TICOM" served as a
cover name for & ppecial proge?t and for an organlzation,
the "Target Intelligence Committee. The project, which
was origlnally concelved by Colonel George A. Bicher,
Director of the Signal Intelligence Division, ETOUSA, in
the summer of 1944, aimed at the investigation and poasible
exploitation of German cryptologic organizations, opersations,
instsallations, and personnel, 83 soon as possible after the
inmpending collapse of the Germaigarmed forcea. Colonel

Bicher elicited and secured the|support of the U. S. Navy
and of~the Britlsh, and eccordingly & joint and combined
"Target Intelligence Committee” |vas established in England
in October 1944, by the authoriby of the Chlef of Staff,
United Statea Army; the Commandeg in-Chief', United States
Fleet; and the Chairman, London Sigint Board.
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airborne operations, even before

from Ultra woaterlial and prisoner
‘here were four objectlves:
R,

To learn the extent of the German cryptanalytic

The Target Intelligence Commiitiee o»iginally planned

the German collapse, to

seize imvortant German signal infelligence té&rgets, known

of war interrogations.

efrort ageinst England and Aumerica; \
b. To prevent the results of such German cryptanalysis

Ageinst England and America from

falling into unauthorized I

h&nds 83 the German Armlies retreated;

Co

To exploit German cryptalogic techniques and in-

entions before they could be destroged by the Germans; and

d.

The TICO0M wiession was of hi
eryptographers did not then know

To uncover ltems of signal intellligencs value 1in
prosecuting the war against .)‘apaa.%;,l:l

American &
mixvrc =

est luportance. ‘
1th certainty the extent

to which United States communlicaiions wers Securs oOr wsaduo=

nor did they know the extent of

the eneuny's cryptanalytic

abilities, strength, and materiel, except by conjecture,

by inference frowm Anglc-American
ayatems and Trou prlsoner of war

cryptsnnlytic sucoesses were obviously unpublicized.

were reflected instead in higher

cryptaenalyeis of German
German
They
casually lists and lessened

interrogations.

success on the part of Allied taetico and strategy.
In the Spring of 1945, howewver, conditions for the

proposed oper&tions became rapldly unsatisflactory.

The knoun

German slgnsl intelligence agencles were diapersing or retreat-

ing to @éther localitles 1n greatest disorder.
locations could not be established.

Pinpoint
The possiblility was

remote that Anglo-Americsi parachuta units could selze worth-

uhile personnel and waterial and
fuaion of wajor battles.

hold thew through the con-

Therefpre, in March, 1945, TICOM

dacided instead to alert six United States-British target
explo;trtion teams In England, these teams to be sent into

enemy territory as either United

States or British troops

overran it, where they vere to take over and exploit known
or nevly discovered targets of signal intelligence interest
and to search for other signal ihtelligence targets and per-

sonnel.
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The first explolitation team was dispatched in April
- 1945 to the Neumuenster-Flensburg area, and othor teaus
. were quickly dispatched to sshet areas as soon as overrun.
The odysaies of the TICOM teams striving to locate and
exploit signal Intelligence targets durlng the confused
days before and after the Germar capitulation, make$
entertaining as well as instructive reading They are
i fully recorded in the TICOM publication$l A short summary
of these operations is given 1n Volume 8, Chapter X, of
. thls report
! The results obtained from these TICOM efforts vere im-
pressive. Approximately 4000 separate German documents
vere captured,Q This material|weighed 5 tons. Many crypto-
graphic devices &and machlpnes were captured. One hundred
and nipnety six reports, based on lnterrogation of German
signal intelligence personnel, together with other mis-
cellanecus reports and translationa vere lasusd by TICOM.
| The true value of the TICOM effort is not meesurable in
e ' such stetistics. Its importance lles rather in vhat the
- . TICOM effort revealed to American cryptologists concerning
| German signal intelligence, with particular reference to
- Awerican systems. The TICOM priscner of war interrogations
| and capiured documents, with the interrogetions conducted by
' other Anglo~American agencies (notably the Combined Services
Detailed Interrogation Centre,or "C3DIC") havs given Anglo-
| Americen investigators a reasonably complete pilcture of Germin
signal intelligence. The Unlited States Army Securlity Agency
| has obtained from these interrogations and documents information
useful in assessing its own cryptanalytic and cryptographic
. &chievements, especially its own development of rapid analytic
. mechinery, the state of 1ts research in cryptography, and the
" eryptographlic securlty of Amerlcan systems.

l-see IF 15, IF 40, IF 51, IF 101, IF 165, IFl 166, IF 167,
| and I-1. l

2‘By "document” is meant either one or a collection of
l papers, books, files of correspondence, messsges, films,
worksheats or other items of 1ntelligenee value, to which
& TICOM document number was asatgned for convenlence in
classification and handling.




DOCID:

-

|

1

i

E

|

ol
-

./J

3560861

2. The Buropean Axis lcryptanalytic effort against United
States communicationa.—-FFQmq%%ﬁﬁﬁ'S%ﬁFEEE"i?"IEE%335533’?33?‘
Zuropean crypianalysts were unable to read any U. S. Army or
Navi high-level cryptographic systems. The Army Converter
M134C (SIGABA), the Army Teletypevwriter Cipher Attachment known
as the Converter M-228 (SIGCUM), the Army Teletypevwriter Pri-
vacy Set (SIGIBS), the Army High Security Teletypewriter Cipher
System (SIGTOT), the Army Speech Equipment RC-220-T1 (SIGSALY),
the Combined Cipher Machine (CCM), the Bavy Electric Cipher
Machine Mark IIXI (ECHM, identical with SIGABA), and the Navy
Teletypevriter Cryptogrephilc. Attachment (C. S. P. 1515, identi-
cal with the Army Converter M-228) were completely secure. One
Army Strip system (System KNo. 47 or 67) and one Havy strip
system (probably C. S. P. 1404) vere read for short intervals
until the principle of strip elimination was introduced. The
lov-grade ciphony device (Speech Equipment AN/GSQ-1, or SIGJIP)
vas not read, although theoretical solutions vere worked out.

Both of the unenciphered War Depsrtment Telegraph Codes
(SIGRIM and SIGARM) were read by the Germans. Hungary received
photostatlic copies of Wer Department Confldential Code Number
2, probably from the Bulgeriens, together with at least one
set of cipher tables, and the Italians reconstructed subsequent
editions of the enciphering tables. The compromise appears to
have been shared with other Axis powers, notably Germany, Fin-
land and Japan. Militery Intelligence Code No. 11 (physically
compromised), used by the Military Attache in Cairo, vas pread
throughout the summer of 1942, The Germans read messages in
several versions of the Division Fleld -Codes..

German cryptanalysts solved from 10 per cent to 30 per
cent of intercepted U. S, Army M~-2090 messages. 3Save wvhere
keys vere captured, it vas lusually read too late to be of tacti-
cal value. Messages sent by the U..S. Army in Slidex, Codex,
Bomber Code, Assault Code, [Aircraft Movement Code, Map Coor-
dinate Codes, and Cipher Device M-94% vhere employed, were read
regularly and almost 100 per cent.

|5
|
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Combined Naval Cypher No. 3, used by the U. S. Navy and
the Royal Navy for Atlantic Convoy operations, was read almost
100 per cent by the Germans from the end of 1941 through the
middle of 1943, The solution of this system vas perhaps for
the allies the most disastrous signal intelligence success
achieved by the Germans. Allied convoy shipping losses suffered
during this period vere six times as great as during any other
comparable period.

The Germans engaged in intensive and successaful traffic
analysis activities agalnst United States Army and Army Air
Force redlo communications. This included direction-finding,
analysis of <all sign and frequency allocation systems, analysis
of plaln text and operator's chat, as well as more complex
operations, such as air-borne radar route tracking, and moni-
toring of transmitter zero beat tuning.

The U. S. Army Converter M-134A %SIGMYC),.and the U. 8.
Navy Cipher Machine (HCM), furnished by the Navy to the State
Lepartment, were not read by the Germans. The State Depart-
ment Strip systems 0O-1 and 0-2 were solved, the former probably
through a compromise, and the latter through cryptanalysis.
Several State Department codes, including the Brown Code (un-
enciphered) and Code A-l {enciphered), were compromiged and
read, probably from 1938 and 1939, respectively.

From an intelligence standpoint the results obtained by
the German cryptanalytic successes vere important, but not
decisive. American Army and Navy strategy was secure as long
as high level systems were employed. Tactical operations,
hovever, did suffer. The Anglo-American convoy shipping losses
during 1942 and early 1943 were huge, largsly because of
German successes vith Combined Naval Cypher No. 3. Ger:an
traffic analysis and cryptanalysis provided a comprehensive
order of battle for the U. S. Army and Army Alr Forces in the
United Kingdom, in the Medliterranean, and on the continent.
According to a German air force officer, "no attack of the
Eighth Air Force came as a surprise."” The value of the intelli-
gence which the Germans got from State Department codes and
strip ciphers is not accurately known. The strip systems vere
probably read too late to be of any great value. The compromise
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ﬂf Military Intelligence Code lo. 1l 4id provide lntelligence
P unguestioned tactical value, particularly in the summer
f 1942 during Rommnel's advance to Egyot.

The German cryptanalytic eff'ort agsinst RKussian military
ommunications was even greater than that wade against the
nited 3tatea, The German successes 1n solutlon of medium
nd low grade English military and naval cowmmunications
yatems were consldsrable. The cryptonalysis of the diplo-
atic comuwimications of Italy, Japan, France, Turkey, Bulgarisa,
resce, Portugal, Spaln, Switzerland, and other smaller rations
180 achlaved Llwmportant results. . ;

A tabulatlion of the »osults of (German snd other Europeén
Axis cryptanalysis, country by country, 1s given in Chart 1-2,
gt the end of this Volume. These results will be dlscussed also
in the subsegquent volumes on the separate German agencles.

a0

Prasn e

2. Orgenization of Germuun Signsl Intelligence Agoncies,--
ermany possessed six meln cryptologic organizations during
orld Wer II, with & total strength, including fileld uniis
nd overhead, of approximately 33,000 persoas. Italy possess-
d tvo maln signsal intelligence organizations; Finland, Austria,
nd Hungary each had one. The grand total of Europeen 4Axis
ersomel engaged in signal intelligence in World War JI is
stimated as 36,000.

This number is swall vhen compared with the nuwbers
ngaged In the Anglo~Auerlcan effort. Tha grand total of Anglo-
merlcan signsl intelllgence perscimnel at the end of the War,
neludling all zervices and including fleld and overhead per-
onnal, wes in excess of 60,000 persons, Out of thig total,
he United Stetes Army employed approximately 28,000 persons.

Of the six maln German cryptologic organizations, four
ere wlilitary, end tvo were civilian.

The four military organizations were:

a, The Signal Intelligence Agency of ths Army High
ommand {OKH/GANA}, which denlt with enemy Army traffic.

b. The Signal Intelligence Agency of the NWavy High
omuand {OKM/ 4SEL IXIY, which deali with eneuy neval traffic.

e. The Signel Intelligence Agency of the Alr Force High
omnand OKL/TH Abt 350), whieh dealt with ememy Air Force traffic.

d. The Slgnal Intelligence Agency of the Supreme Command
rmed Foreas {OKW/Chi)}, vhich dealt with enemy, nsutral or
riendly diplomatie traffic, comuereial tralffic and news brosdeast:

M DD D

ot 1y e B (B

=

M 50

1
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The two civilian orgfnizations vere:

a. The Forasign Office Cryptanalytic Section {Pers Z 8)
vhlch alsoc dealiu wlth diplematic traffic, eneily, neutral,
or Priendly.

b. Geering's "Research” Bureau (FA), a Nazi party
agency which -also dealt with diplomatlic trafiic; news releases,
broadcast monltoring, telephone menitoring, 4nd other types
of comnunicetlionz intelligence, enemy, neutral;, or friendly.

Cherl nuamber 1-1 at the end of this volume shows how the
Above slx Bgencies wvere related. Brief descriptions of
thege agencles and thelr work follov.

4. The Signal Intelligence Agency of the Army High
Command.-~ ‘‘he Signal Intellligence Agency of the Army High
vommend {Oberkommendo des Heeres, Gener2l der Nechrichten
Aufklaerung, ebbreviated OKH/GAWA) was located at Jueterbog,
about 60 miles southwest of Berlin. Its miesion included
cryptanaiyeis and evaluation of Allied army traffic, &t any
level, vhether strategic or operatioral. It also did a
small amount of radio broadcast moniltoring. )

This Agency was the main unit of the German Army signal

ntelligence mervice in 1945, QOther units vere:

a, Two intercept statlions operating directly under the
ignal Intelligence Agency, and supplyinz it with intercepts
f Alliod high-level traffic.

b. Mine field Signal Intelligence Regiments assigned
o various Arumy Groups for the purpose of intercseption, traffic
nalyels, cryptenclysis, end evalvation of Allied Army low-

jevel tactical traffic in the Army Group areas. These

egiments Were lndependent of the Tentrel Signal Intelligence

gency, but supplied the latter with intercepts and reports.
¢. A smwell Signal Intelligence Secticn, assigned to

he Army Commender in Chief, West, which acted as a coordi-

ating eechtlon for the two Signal Intelligence Regiments on

he Western {ront. i
An estimated tot&l of 12,000 persons was employed in the

my signal intelligencs:effort described above.
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The wmain successes of the German Army signal intelli-
gence organizatlion frow ite formation to the end of the war

included the Folloulng:
a, Eefore 193¢ it was able to establish French, Dutch,

"and British order of batile. Thias was dom by cryptanslysis
‘of French codes and Dutch Army double-iransposliion clphers,

ond through divection-findi and traffic-anflysis directed
apainst British Army communidations systems.3

b. During the 1940 French campaizgn it established
FPrench mobile Of&er of baﬁtl This vags dons by cryptenalysls

of Prench codes{lnnamed).
c. It established Russ%sn army order of battle and

Jocation of sgirateglec roserves, from early in the war through
1%43. This wes accompiished (through traffic spalysis and
cryptanalysia of Russian 2, %, L, and 5-figzure codes {both
Army and Teoples Commissariat {(NXVD)).5

d. It gove Rommel intelligence ol greet operational
value durlng the fighting around Tobrulr. This vas done by
solving the super~engiphermen[ of & comproiced EBritish

code {unidentified)
e. Information on operations undertaXken by the American

Army in North Africs, and thereafier through the var, was
obtained through solution of [Converter M~209 traffic.?

During the fighting in Sicily| the Germans ceptured two uegka
after 1t went into effect, a key llst valid for one month

and were ensabled thereby to read the gystem completely for

the remaining two weeks.9 On! other nets vhen sufficient depth

31 78
4y 7
78
5I 78; I 26; I 21; I 19

6IF 101; I 1135. Germans called this "the British War 0ffice
Code.

71 154; IF 107; I 603 I 113 .
81F 107
91 60
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was avallable, from 10%10 to 30%11 of M-209 trafflc vaes read-
able, though moi; of the traffile vas read tco late to be cof
tactlcal value.t<

f. Information concerning U. 5. Army activitlea in Ice-
land, England, Central America, and Worta Africa, was obtainsd
by reading vhe U, 5. Army Livision Fleld Codes {LFC 1hH, 16, 1T,
2), 25, and 28, and possibly others).*”

g. Tacticsl iﬁrormation concernigg Allied bombing =nd
artillery tergets, veether reporis, and reports on the
size and loeatlion gf Allled units psssing Military Peollce control
points in France,© were obtalned from s¢lutions of “slidex,"
a Eritish device for protecting operationzl lov-level traffic. -
This davice was used by both British and American forces and
varioui yorsions of 1t were solyved, usually in from ocne to three
hours, 7

h, Solution of traffic papsed on Hungarian internal net-
vorks in 1941 gave evidence thalb transportatioa of Gfgman troops
over Hungsrian railroads could pe safely undertaken,
(a\ 1. Successful cryptanalysis was carried out against the
traffic of Yugoslav partisans, (reek partisans, Czegh sgents, -
Russian agensts, and the Polish peslstance movement.:2

The 8ignel Intelllgence Agency of the Army High Commmand
issued three deily reporta., These were sent to the Army High
Command, Navy High Commsad, Air Force High Cowmmand, and to the
Suprems Coummand, Armed Forces; to Himmler as shief of the
Elite guard; snd probasbly to the Relch Sccurlty Office (RSHA).

101 60

117 333

127 140

131p 120 end IF 107
1%1F 3207 p 8

151 7

161 80 ,
17y 74, 1 76, I 80, I 109, IF 107
181F 126 p 10 | .
191 135, 1 75, D 60, I 370, I 58, and others.

5)

10
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Each of the nine Signel Intelligencs Regiments in the field
supplled intelligence directly 'to commandoers st Army Group, Army,
and Corps levels, looking to them for primary directives on mis-
ilons 2nd priorities. They coo@erated closely with tne loecal
Alr Forece Sipgnels Regiments. !

The Signsal Security Agency of the Army High Command (In-
spektion 7/IV, cbbreviated In TVIVJ lgssued Army Codes and Ciphers
until 1944, vhen this functicn was talken over by the Signal
Intelligence Agency of the Suprome Commend, Armed Forces
(OKW/Chi). }

Voluze 4 is a detalled accpunt of the German Army Signal
Intelligence Agency, 2%z JisiG wuius, &4 their sctivities,

|

5. Tho Signol .ntelligencéd Agency of tho Alr Force High
Compand-- The signai Tntelligence %Eencp of' tae Alr Force High
commard (Obevicomaande der Luftwaffe, Luytnachrichten Abteilung
350, abbreviated OKL/LH Abt 550, previcusly Chi Stelle, 0 B 4 L),
was the principel unit of the Germen Alr Force Signal Intelli-
gence Service in 1945, Field units vere: =

a. Thres autonomous Signal iIntelligence Regiments with a
total of eight battalioms, _

Five autoromous Signal Intelllgence nattallons. Thirteen
thousand pecple, including overhead, vere employed in all the
above units. o

" The Germaon Alr Force Signal Intelligence Service successes
egain3t the Royel Air Force and :.the Unlted States Army Air Forces
vere outstanding. =

- a. The Service furnished a ‘comprehznsive and continuous
pleture of the battle order and deployuent of United States .

Army Alr Force end Royal Air Force units in the United Kingdom,
in the Medltsrranean Theater, and, after D-day, on the continent.

This information came mainly from traffic snzlysls, radio-telephone
monitoring, and monitoring of sir-borne radar devices. The
solution of Royal Air Force #-figure codes (from March 1940

intil 1 Bovember 1942) gave basic dgta vhich vas enlarged upon

and used until the end of the wap, ‘

|
I 70, IF 182, IF 175 p 19 |

T S
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b. It gave prompt and accurate wsrning of United States
Army Alr Force and Royal Alr Force heavy bomber missions. This
resulted from advanced methods of treffic analysjf from radio-
telephone monitoring, and from radar monitoring.e

¢. It gave immedlate varning to German ground forces and
fighter squadrons of tactlcal operations by Allied ground sup-
port aircrelt.

d. In commection with lts western front actlvities, the
solution of the Bouber code, Slidex, Syke, and Rekoh {used by
the Royal Alr Force and,for & 'short time, by the Unlted {tates
Army Air Force), both by capture and cryptanalysis, ves impor-
tant throughout the war.

The German Alr Foroce Signml Intelllgeonce Service successes
agalnat the Kusslan Alr Force were also great,

a. Its eryptanalysis of Russian Alr Forse ground-to-ground
2-figure, 3-figure, and uufigure administrative and operaticnal
codes, and some 3~higurs codes, provided a complete order of
battle for the Russian Alr Forces from 1937 until the end of the
var., A large emount of intelligence on Russian ﬁrmg battle order
was also obtained from a atudy of alr networks. _

b. From pavtial decipheritent of alr-ground traffic, from
plane~to-ground radi”-telephone monitoring, and from radio-
directlion finding of bombers vhen airborne, it was able to gilve,
accurage varnings o all Russian long-range strategic bombing
raids.

¢. From cryptanalysis of each Russian Air Army's 2-Figure,
3-figure, and 4-figure traffic, from traffic enalyais, from plane-
to-plane radlo-telephone monitoring, and from radic direction-
finding of plenes in flight, it was able to warn German ground
forces and fighter sqguadrons o& impsnding operations by Russlan
fighters and fighter bombers , 2

2ly 70 |

221p 182

231F 175

2kt 120

251F 187 ;
261r 187
12
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Intelllgence from both Western and Russian fronts, in the
form of daily, weekly, or monthly reports, was furnished by the
Signal Intelligence Agency {OKL/LN Abt 350) to the Air Force
High Coumand and to the local Air Forces (Luftflotten). Daily
and monthly reports vere also sent to the local Army Signal
Intelligence Reginments. Monthly reports were sent to the Army
Commander in Chief West, to the Signal Intelligence Agency of the
Army High Command {OKH/adNA), to the 381 1 Intelligence Agency
of the Navy High Command {OKM/4 SKL/III), to the Signal Intelli-
gence Agency of the Supreme Command Armed Forces (OKW/Chi), o
and also to the Air Force Signal Intelligence units in the fleld.Z2l

Fleld unite, charged with the responsibility for warnings
on allied air raids, telephoned their warnings and reports directly
to fighter squadrons, anti-aireraft batteries, and the local
Gauleiters in charge of civilian air raid warnings.?

Group IV or Division II in the Office of the Chief Air Force
Signal Officer (Oberkommando der Luftwaffe/Generalnachrichten-
fushrer II, Gruppe IV, abbreviated OKL/Gen Nafue II/IV) issued |
codes and ciphers for the Alr Force. Group IV of Division III
(OKL/Gen Nafue 1II/IV) checked them for cryptographic security.

A detailed description of the Signal Intelligence Service
of the Alr Force 18 given in Volune 5 of this report. :

6. The Signal Intelligence Agency of the Navy High Command--
The Signal Intelligence Agency of the Navy High Command (Ober-
kommendo der Kriegsmarine, 4 Seekriegsleitung III, abbreviated
OKM/4 SKL/III) was responsible ‘Tor traffic analysis, cryptanalysis,
and evaluation of British, American, Russian, French, and Swedish
navel traffic. It had a strength of approximately 1,000 persons.
It also had opersational control over a field organization of
approximately 2,500 persons. The field units vwere as follovs:

a&. Four detachments ln Flanders, Brittany, Wilhemshaven
and Pomerania engaged in cryptanalysis on low-level systens,
interception and direction-finding. Each detachment had a total
complement of 200 men, including 100 intercept operators and 10
cryptanalysts.

27
IF 180 p 31 a

28
IF 181
15
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b. Eighteen "primery directlion-finding stations”, whose
main duvies vwere lnterception rather than directlon finding.
Fach station had & strength of 100, including 60 intercept
operators, and 5 cryptanalysts.

¢. Twenty flve “"secondery direction-finding stations”,
vnose dutiles were dlrection finding and traffic esnalysis. . Each
station had =& strength of 26 persons.

d. ©Small detachments vere occaslonally set up for speclal
misslons, '

The main successzes of the Signal Intelligonce Agency of the
Navy High Command (QiM/4 SKL/III) included tha following:

a. In 1939 41t vas able to establish the var-tlme organi-
zatlon end dlsposltlon of the British Fleet, through solution

of Britlsh Navel Code No. 2. ’
b. In the spring of 1940 it obtained complete informstion

concerning the nroposed British and Prench Norvay expedition

( "Cperatipn Stratfogg"). This vas done by solution of British
Naval Cyphsir Ho. &, The German ilnvasion of Norway folloved
lmmedlately. During the subsequent Norvegian campeign, solution
of traffic sent in British Navsel Cypher No. 4. gave detailed
information on Alllied counter-mesesures, such as proposed British
lending fields, transporti arrival schggules, and the disposition
of Britlsh and French surface forces,

¢. Throughout 1942 and pert of 1943 it provided important
intelligence on Atlantic convoys by a current (and nearly 100%)
solution of -Gombined Cygher No, 3 used by British and U. S.
Korth Atlantic Convoys.’l fThe average wonthly allied sh:pping
losses in the Atlantic durlng thils period vere approximastely
81x times .he average monthly losses in later periocsds.

Minor successes of the Signal Intelligence Agency of the
Navy High Command {OKM/4 SKL/III) iacluded the solution of the
Britie! = Interdseparumental Cypher?2 solution in 1943 of a Royal
Alr Force torpedo-bomber transpos%;ion cipher used for practice
exerclses in the English Channel;”” and solution of various minor
Navy and Merchant Nevy codes and clphers,

29517
. S
311102

’e?erformed jointly with Goering's "Research" Bureau (FA), the
Signal Intelligence Agency of the Supreme Command Armed Forces
(0KW/Chi), and with the Signal Intelligence Agency of the
Commander in Chief German Air Force (Chi Stelle, OBAL) I 147.
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The Neval Slgnel Intelligence field units described above
carried out direction-~finding activities egalinst Allled naval
and merchant ships, plotted thelr positions and movements, and
passed the information to local commanders. Detachment Flanders,
at Bruges, assisied in the 1942 "escape” of ¢tno pocket battle- !
ships Schernhorst and Gnelsenau when thoey made their dash from
Brest through the English Chennel to Kiel. This same detach-
mont resd Britisn neval traffic to advantage during the Dioppe

rald. -

The 8ignal Security Agency of the Havy High Command {QEN/4
SKL/II), as opyosed ito the Signsl Intelligence Agency(OKM/4 SEL/
I111), issued German naval codes and ciphers, and made cryptogra-
phic security studies of thess systems, Its exact strength i3
unknouwn, : '

The detalled organization and history of the two signal
agencies of the Kaval High Command (OEM/4 SKL/III and OKI/4
SKL/II) are not discussed further in this report, Their use ;
of punch-card book-keeping machinery ("I. B, M."), their security |,
studies, ard their chief cryptanalytic methods, howvever, are ;
discuased in Volume 2. f

7. The Signal Intelligence Agency of the Supreme Commend
Armed Forces-- The olgnal lntelligence Agency of the Suprome
Command Armed Forces (Oberkommandoe der Wehrmacht, Chiffrisrab-
teilung, abbreviated OKW/Chi) had three mein functions:

a. It intercepted, studied, and evaluated diplomatic,

military attache, and "egent" traffic.
b. It monitored, and evaluated commerclal radlo traffic

and nevs broadcasts, )

¢c. It made security studies of the codes and ciphers used
by the Suprewe Command, Armed Forces, the Army, "he Alr Force
and the Havy, and many government departments, vetoing (after
1044) the use of those it deemed insecurs.

The 8ignal Intelligence Agency of the Supreme Command Armed
Forces {0KW/Chi) operated at least thirteen radio intercept sta-
tions of its owmn, and received radio traffic from other agencles
as well (notably Goering's "Research" Bureau (FA)). It also
received land-line traffic from sources not stated.”

‘BHDF 9, p3
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¥ith the excepticn of military attachs systems, it 4id not )
vork on snemy Army, Navy or Alr Force traffic. Documentery evi-
dence as te its cryptanalytic successes is limited. The fol-
loving surmary covers its most important known cryptenalytic
achlsvemengs: :

a. The most extensive 193Y-1944 successes ssem to have
been achieved with French systems, The slectrical Hagelin Cipher
Machins B-21)l (adopted by the French - novw obsolete) was solved,
and limited success vas also %ghiaved in the solution of the
Frenea Ragelin Mschine BC-33. An important military attache _
cude (ASA trigraph FVD) vas solved at the besglnning of the var.>® :
After 1940 a1l Vichy-French systems vere automatically compromised:
when filed with the German Armistice Commission in Wiesbhaden. i

b. At least four Japanese diplomatic codes (includﬁng '
those designatad by ASA trigraphs JAE, JAH and JBA) vere jsolved.
In 1938 and 19%9 the Agency collaborated with the Cryptanalytic
Section of the Foreign Office (Pers Z 8) in s $urrent solution
of dally keys for the Japanese "Red" Machine.”

c. Precise detalls on solution of U.S, systems are not
available. The agency had compromised coples & at least tvo
U.5. State Depsrtment codes, namely "Brown" and "Al", Work
was 8130 done on the U.S5, State Department Strip Clphers 0-1
and 0-2, the lead in 0-2 solu;éon being taken by the Foreign
O0ffice Cryptenalytic Section.”

d, Crecatisn Enigma trafflc vas solved through compromised
machine wiringa.’Y :

35145 p7; 1160 p 6

361351 o8 ;
371 51 p 11 |
381 89 I
39 |

I583 p3;Iy2 pa2
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e. Little information is available on successes in
solution of English systems. Polish, Turkish, Greek and
Latin American systems were solved extensively. Prior to
1643, appreciable success was achieved in the solution of
Jtalian diplomatic codes.

During the first half of the year 1944 important de-
odes designated as "VN's" (Verlaessliche Nachrichten)
otaled 3,000 per month.%0 Selected decodes were sent to
1eld Marshal Keitel, Chief of Armed Forces; to Hitler; and

by Keitel to General Jodl, Chief of the Armed Forces
Operations Staff. They vwers also sent to the Army, Navy

and Air Force High Coumands, 'l and probably to the Signal
Intelligence Agencies of these commands.?2 1In addition,
approximately 45 special reports vere sent esch day to
apeclel reciplents, suech as the Field Economic 0ffice, the,
Department of Armed Forces ProEaganda, the Western Armies
Branch and Joint Intelligence.®> ‘
After 1944 the Signal Intelligence Agency of the Suprems

Command Armed Forces issued ceryptographic systems for the

Army and interservice communications. One of its most important
responsibilities by the end of the war was the evaluating of
the cryptographic syatems of other services. A file belonging
to Dr. Eriech Huettenhain, 1ts chief c¢ryptanalyst, indicated
that eryptographic studies wers made on cipher teleprinters,
Enigma machines, specially desigﬂﬁd Hagellin machines, small
c¢ipher devices and hand systems. |

%0pp o
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In connection with its security commitments, the Si
Intelligenca Agency of the Supreme Command Armed Forces ?n;w
Chi) vas responsible for the two most serious German crypto-
graphic mistakes of the war: the continued use in high lesvel
German military communications of the pluﬁboard Enigma machine
and the tal rinter cipher attachment 8Z 42 in their insecure
forms. Chi rejected the 1943 proposals of the Army Signal
Security Agency (IN 7/1v) that the (insecure) SZ 42 be replaced
by the cipher teleprinter T52d, & secure device.%5 It also
frowned on suggestions that the lnsecure plugboard Enigma be
uaed with pluggable ﬁgrlector vheels, a change vhich would
have made it secure.

Approximately 800 persons vere eumployed in all duties
cxcept intercept.
Jx Volume 3 of this Report glves a more detailed account
f ’

this agency.

8. The German Foreign Office Cryptanalytic Section.--

The German Foreign Office had tvwo cryptologic sections, the
¢ryptanalytic Section (Personal Z Sonderdlienat des Auswaertigen
Amtes, abbreviated Pers Z S) and the Cryptographic Section
(Peraonal Z Chiffrierdienst des Auswaertigen Amtes, abbreviated
Pers Z Chi).

The Crypt&nalytic SeOtion of the Foreign 0ffice (Pers Z S)
vas the senior German cryptanalytic agency. It vas organized
in 1919 or before. At its greatest strength it employed
approximately 200 persons. Its mission wvas the solution of
roreign diplomatic codes and cipheﬂs. The Section had one
small intercept station at Dahlem. ‘For the rest of its inter-
cept it was dependent upon the Signal Intelligence Agency of the
Supreme Command Armed Forces {OKW ﬁbhiJ, Goering's "Research"
Bureau (FA) and the German Postoffice.

45ps9, p 17

D 59, p 10; see also I 31
71 22, para 103
481 22, para 103
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The Cryptenalytic Section achleved ite greatest successes
vith diplomatic codes, both one-part and two-part, enciphered
and unenciphered. -

a. From 1935 until 1942 it achieved practically 100 593
cent success in the solution of Italian diplomatic codes. ¥

b. It read the Unlted States State Department Grey, Brown
and A-1 Codes,> It also succeeded in solving the American .
Diplomatiec Strip Ciphers 0-1 and 0-2, the former in partiel
fashion based upon & compromise.5l

¢. The Sectlon solved two British Foreign 0ffice "R"
Codes and the British Government Telegraph Codes.52

d. In 1940 success in solution of French diplomatic.
codes v&as estimated at seventy five per cent.b53

e. A number of major Japanese diplometic codes were read,
and there is some gKidence that at least ons major Chilnese
system was solved.

Y. The Sectlon also solved ¢vo machine c¢iphers. The
Japanese Red Machine was solved in 1938 and read currently
until February, 1939.55 The Section collaborated with the
Signal Intelligence Agency of the Supreme Command Armed Forces
(OKW/Chi) in this solution, &nd it is not known vhich agency
deserves oredit for the original solution.56 In 1941, after
a partial solution by Goering's "Research"” Bursau (FA), the
Sviss diplomatic Enigma traffic vas solved.57

Little information iz available on the Sectlon's achieve-
ments in terms of intelligence. The distribution it geve ite
decodes 1s unlmovn. The Section’'s personnel seem to have
thought primarily in terms of cryptanalysis a&s & sclence,
rether than in terms of vhat thegg intelligence contribution
meant to & successful German diplomacy.58 The Section seems
to have besn badly neglected by higher Foreign 0ffice
authorities, both with respect to needed personnel, and with
regard to interest in its vork.

491 22, para 25
501 22

‘SII 22, para 54; DF 15, plk, 5; I 89

52p 16,Reports 2, 3, &
53p 5%, p 13 |
581 22, para. 176

551 22, para 19

561 22, para..19

5Tp 54, p 18

58506 Vol1. VI. Ch. 5
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Some of the Section's senior personnel acted in an advisory
capacity to the Foreign 0ffice Cryptographic Section (Pers Z
Chi).59 The latter section was responslble for the preparation,
compilation,distribution and security of Foreign 0ffice codes
and ciphers. Few detalls are avallable concerning its security
studies or 1its personnel. It vas presumably responsible for
the use in German diplomatic correspondence of the code systems
known as the "Deutsches Satzbuch", the Deutsches Si.%.zbuch
enciphered by"Floradora" (Army Security Agency trigraph GEC),
and the "one-time pad"(Army Security Agency trigraph GEE),all \
of which were read by Anglo-American cryptanalysts.Volume 6
of this paper glves an account of the cryptologic Sections
of the German Foreign Office. ’

9. Goering's "Research" Bureau. -- Goering's "Research"
Bureau (Refchsiuftfahrtministerlum Forschungsamt,abbreviated
as FA) was formed in 1933. According to Goering,it supplied
the nev Nazil government with a signal intelligence organlzation
of its own which had "no political axe to grind nor ideology
to follow? 60

In addition to non-militery cryptanalysis,the "Research"
Bureau had the following functions:

a, As a Nazil censorship organization in peace-time 1t
monitored telephone conversations in all large German cities
at first only in the Relch but later extending into Austris,
Denmark,and"German" Poland.6l. It had access to messages
sent over all German commercial teletype and telegraph
facilities,62 and maintained investigators in all main
postal censorship offices.63

b. In var-time 1t llalsed closely in the censorship
of a2ll communications as directed first by the Abwehr and
later by Himmler's Reich Main Security Office. It is known
to have served the latter agency as a cryptanalytic agency
for Russian Agent messages.(As no cryptanalytic organization
within the Relch Main Security Office is known to TICOM
it is probable that the"Research" Bureau filled this
function). 64

59
I172; 1 22
60
I 143
61 !
TF 29; T 240 !
62 |
I 143; IF 15 _ _
63
IF 132
64

" TF 29; T 240
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¢. It monitored wvorld-wide radio newvs broadcasts, in
particg%ar the British Broadcasting Company ({London) broad-
casts,

d. It operated six wireless intercept stations of its
own, for intercepting forelign diplowatic and commercial traffic.
In addition, it exchanged copies of wireless intercepts with
the Signal Intelligence Agency of the Supreme Command Arwad
Forces {(OKW/Chi), the Signal Intelligence Agency of the Favy
High Command (OKM/4 SKL/III), and probably with the Signal
Intelligence Agency of the Commander in Chief German Alr
Force (Chi Stelle OBdL).

As can be seen from the functions outlined above, the
"Research” Bureau was not primarily conceraned with cryptanalysis.
No documentary evidence bearing on its cryptanalytic successes
wvas found by TICOM. Based upon secondary ovidence and
scattered TICOM interrogations, the bureau's chief cryptanalytic

achlevempnts seem to have been as follovs:
a. In 1941 the agency collaborated with the Cryptanalytic

Section of th German Foreign Office (Pers Z S) in solving the
Svias Enigme. Pergonnel from the Bureau claimed to have

broken Finnish (or Swedish) Hagelin traffic.07
b. According to newspaper reportq,1938 decodes of French

traffie revealed that, lacking English support, the French
Government did not intend to oppose the Austrian Anschluss

vith force.

e. In 1938, during the Munich Conference, the "Research"
Bureau is said to have solved the British system vhich carried
Chamberlain’s messages to London. Hitler once delayed a con-
ference with Chamberlein for several houra in order to get such

decodes .09
d. Solution of Russian internal wireless messages revealed

bottlenecelks in the Russian wilitary supply system. The dates
of this solution are unknown.T7O

651p 132

66I 25; I 54; D 54 Report 8
671 25 p 6

6517 183
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The "Research" Bureau circulated its intelligence in
the following forma;

a. Deccode bulletins were sent regularly to Hitlerb
Goering, Field Marshal Keitel and General Jodl of the Supreme
Command Armed Forces {UKW), Foreign Minister Ribbentrop,
and Admiral Doenitz of the Navy High Command.

b. Individual ltems of current interest, collected
items ¢on aingle subjec:, and consolidated special reports
were sent to Interested ministries,

¢. oSpeclal jiamison officers were assigned to the Foreign
Office, the Supreme Command of the Armed Forces, the Relch
Securlvy Offlce, the Economie Ministry a9% Ministry for'War
Productlon, and the Propaganda Minlstry.

Goering's "Reseerch"” Bureau had over 2,000 personnel

Less than one per cent of these were apprehended by TICOM for
Interrogation. .
Volume 7 of thils report 1s a detalled account of this

agency.

10. Collaboration between German Slgnal Intelliggﬁce
Agencies in Cryptographic Matters-- It seems probable. that,
prior to 1943, there was some soet of collabo¢ration between
the various branches of the German Armed Forces in crypto-
graphic matters, The widespread usage of the Enigma machine,
the universality of the teleprinter systems used, the alloca-
tion of simillsr hand cipher systems to army, air force:and
police units, a8ll point elther to an excellent cooperation
In the cryptographlic field, or to the existence of some:
shadowy interservice agency or higher authority whose re- ,
sponsibility it was to study, test and recommend the 1ntro- + 0
duction of such devices and systems. There is no reference in
the TICOM material to such an agency, other than a passing 1942
reference to "the blg executive committee," & group which ap- ¢
parently had some responsibility for cryptographic changes and
improvements in a cipher type teleprinter.7 From the headings

Tl1p 135
72p 59, p 6 ,
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on various memos belonging to Dr. Huettenhain {chief crypt-
analyst for the Signal Intelligence Agency of the Supreme
Command Armed Forces (OKW/Chil}, it could be assumed that'the
Chief Armed Forces Signal Communications Group (OKW/Chef Ag
WNV) acted as a senior military cryptographic authority, |
approving or disapproving the introduction of various systems,
and using the facilities of the Signal Intelligence Agency of
the Supreme Command Armed Forces (0XW/Chl) and the army agencles
(Inspectorate 7/VI (In 7/VI} &nd the Army Ordnence Development
and Testing CGroup Signal Branch (Wa Pruef 7)) as its staff or
advisory agencies.T3 i

An order from Field Marshal Keitel; Chief of Staff of the
Supreme Command Armwed Forces (OKW), dated October 1943, made
the introduction of new ciphers for branches of the Armed Forces '
contingent upon the agreement of the Supreme Comm&nd Armed
Forces (OKW), and probably upon the agreement of the Signal
Intelligencﬁ Agency of the Supreme Command Armed Forces
{OKW/Chi).7

In 1944 General Prazun, who was both Chief Signal Officer
of the Supreme Comrand Armed Forces (O0EW/WFSt/Chef WNV) and
the Chief Signal Officer of the Army (0KH/Chef HNW), made;
the Signal Intelligence Agency of the Supreme Coumand Armed
Forces (OXW/Chi) a central clearing house for all German |
cipher development and security scrutiny work. This was easily
done with reference to the Army. On September 5, 1944, Genersl
Praun signed an order directing that the cryptographic develop-
went and testing functions of the Army be turned over to the
Signal Intelligence Agency of the Supreme Command Armed Forces
(OKW/Chi}. Personnel from the Army Security Agency (In T7/IV),

73D 59, various letters and memos. From the headings of c?ypto—
graphic manuals, 1t could be assumed that Ag WNV/Fu I, as
issuing authority, was responsible until 1944, when OKW/Chi
apparently replaced it. See OKW/Ag WNV/Fu I "Schluesselan-
leit zum RS 44" dated March 27, 1944 and OKW/Chef WFSt/
Ag WNV/Chi "Rasterersatzverfahren" of Dec. 7, 1944, TF 31
and TF 32 respectively. !

T4y 68, p 11; D 57 p 14
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including Technician Dr. Fricks, and the personnel of In-
spectorate 7/VI (In 7/VI) vho were engaged in cryptographic
vork, vere transferred into the Signal Intelligenca Agency

of the Supreme Command Armsd Porces (0KY/Chi).75 Thereafter,
vhile the actual production of keys was left as an Army reo-
spongibility, the Signal Intelligence Agency of the Suprems
Command Armed Forces (OKW/Chi) devised the oiphgr systems and
provided the material for Army key production.T '

Hith the Navy and the Air Force the picture wvas somevhat
different. They vere permitted to continue their cryptographic
development work, &nd retained the right to say which of their
systems v8s to be used in vhat place--so long as the Signal
Intelligence Agency of the Supreme Command Armed Forces (OKW/
Chl) concurred from a security standpoint in the original
introduction of the systems. As Admiral Kraus® of the Signal
Intelligence Agency of the Naval High Command (OKM/4 SEL/III)
pointed out, "OKW/Chi recommendations could only lay down the
(security) limits within which it vas possible to use &
system.” The responsibility for vhether and vhere a Navy
system was to be used lay with the Navy.T7 '

With regard to ciphers used by the Waffen S8, the Signal
Intelligence Agency of the Supreme Command Armed Forces (ORW/
Chi) had consultative povers only. While Gensral Gimmler,
successor to General Praun as Chief Signal 0fficer, publicly
characteriged the cooperation bstwveen the two services as
"perfect)7S (ol Mettig, chief of the cryptographic division
in OKW/Chi, indicated that an effective supervision was never
introduced.79

Poe8p3s
p 55, p(43Y
TTp 68, p 14
78D 68, p 13
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The preeminence of the Signal Intelligence Agency of the
Supreme Command Armed Forces {OKW/Chi) in eryptographic
matters and security wvas apparently oft&pégkwggéy vith the
military services. 1In his speech of Beeembs , 1944
General Gimmler pointed out that primacy in the civilian
field was dependent upon voluntary concurrence from the
agencles affected. He could only plead that "OKW was pre-
pared to take the lead in this wmatter, providing that the:
Party and State concurred" and requested that "the Party and
Relchs authoritles" cooperate.©0 Goering'i "Research" Bureau
{FA) developed its own codes and ciphers,a although the
Bureau dig usa cipher teleprinters adopted by the military
services.t? Evidence is available that in 1945 administrative
hand ciphers {Bshoerdenhandschluessel) vere issueg to Senior
Specialist Wenzel of the "Research” Bureau (FA).©3 A similiar
situation prevalled with the German Foreign O0ffice. The Signal
Intelligence Agency of the Supreme Command Armed Foress {OKY/Chi)
vas never allowgd to know the details of the ciphers used'by the
Foreign Office.84% fThe Foreign Office, however, did use cipher
teleprinters and Enigma machines.85 ,

11. Collsboration between German Signal Intelligence
Agencies inm Cpyptanalytlc Matters.-- 1The collaboration between

Agencles in cryptanalytic matters varied. In general relation-
ship betveen. Goering's "Research" Bureau (FA) and the Signal
Intelligence Agency of the Supreme Command Armed Forces (OKW/Chi)
vere not overly cordial., The Signal Intelligence Agency of the

Naval High Command {(OKM/4 SKL/III) weintsined a traditional

80D 68 p 14

Blip 332

821 25, page 9

83¢ 219

84 N
‘I 31, page 15

851 22, para 115
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navy reserve in dealing with other agencies. There vas no high-
level signal intelligence coordination, and there was frequent
pverlapping and duplication of effort between the agencles
dealing with diplomstie oryptanalysis. But, with the exceptions
noted above, there seems to have been as much liaison and as
uch cooperation 8s vere necessary. This vas especlally true
in the case of the military field organizations, the Army Signal
Intelligence Regiments {"KONAs") and their Air Force equivalents,
the Air Signal Regiments (LN Rgts). k

a. Relationships betveen Forel Office C tanalytic
Section, Goe:igg'a "%esearcﬁ“ Bureau, and the S§ L iﬁ%eiiigenoe
Agency of the Suprewe Command Armed Forces.-- The Cryptanalytic
Section of the Foreign Office (Fers Z 8) enjoyed reasonably
good working relationships vwith both Goering's "Research”
Bureau {FA) and the Signal Intelligence Agency of the Suprome
Command Armed Forces (OKW/Chi). As stated, hovever, the re-
lationships between the latter two agencles do not appear t0 have
been cordlal. |
@ The Foreign Office (Pers Z S) received the bulk of its
- intercept from Goering's "Research" Bureau {FA) and the Signal
Intel};gence Agency of the Supreme Command Armed Forces (OKW/
Chi).td It received numerous compromised codebooks and ksys
from both agencles.87 Cooperative attacks on difficult ]
problems were not uncommon. In the case of an unspecified
U. 8. 8trip System, the Signal Intelligence Agency of the
Supreme Command Armed Forces (0KW/Chi) worked on the point-to-
point traffic, while tge Foreign Office (Pers Z 8) vworked on
the circular traffic,88 with a complete exchange of results.
In the case of the Japanese Red machine, the Foreign 0Office
(Pers Z 8) attempted to solve messages sent on even days, vhile
the Signal Intelligence Agency of the Suprems Command Armsd
Forces {0KW/Chi) attempted to solve messages sent on odd days,
a "practical arrangement" reached also between the U. 8. Army
and the U. 8. Navy prior to the Pearl Harbor disaster. Results

86
I 22, para 103

87'1'2038; D16, pages 3, 5; DF 15, pages 4, 5
88

I 3%, page 10
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vere exchanged.89 Goering's "Research” Bureau (FA) and the
Forelgn Office Cryptenalytic Section (Pers Z 8) cooperated

on the solution of the Sviss Enigma.90 Exchange of code group
identifications, additives and enclphering keys between these
tvo agencies were freguent, especlally on English, Itallan
end Vaticen systems.91 Personnel vere exchanged between the
Forelgn Office Cryptanalytiec Section {Pers Z S) and the Signal
Int31%§gence Agency of the Supreme Command Armed Forces (OKW/
Chiy. g
Goering's "Research"” Bureau (FA) was formed by & small
group of oryptanalysts vho left the Cipher Department of .the
Relch Defense Ministry {Reichswehrministerium), the pre- '
decessor Agency of the Signal Intelligence Agency of the Supremse
Command Armed Forces (0KH§Chi). This defe%tion may account for
the bad fseling between the two agencies.9? There are no known
examples of diract cryptanalytic exchanges between the two
agencies, nor were thera subsequent exchanges of personnel.

.@Goering's "Research" Bureau (FA) was not given access to the

special cryptanalytic machinery developed by the Signal Intelli-
gence Agency of the Supreme Armed Forces (OKW/Chi), although
this machinery was made avallable to other agencies. Relation-
ships could probably have been lmproved had not Goering's
"Research” Bureau (FA) sought to take over the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {0KW/Chi).95

891 31, para 53

90D 54, page 18

I

91D16, pages 1, 2; I 172, paras. 11, 13, 14; T2252, various repbrt{

921 22, paras. 20, 84
93121, p1; 11%1, p 3
pFr 9p 3
85 w44 .

I171; p3; I 78 ph
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With reference to the exchange of traffie, however,
collaboration was apparently cowplete. It 1s known that in
early 1944 approximately one third of the intercept received
by the Signal Intelligence Agency of the Suereme Command
Armed Eorcea (OXW/Ch1i) came fromw Goering's "ReseaArch” Bureau
(PA).90  The latter always received coples of all the traffic
intercepted by Signal Intellilgence Agencg of the Supreme
Command Armed Forces (OKW/Chi)} stations.J7

b. Military Agency Relationships-- exech £ tana
lytic information.-- CofIanration‘Between the f%ﬁi Signaf
Intelll

SR G

gence agenclies (OKH/GARA and ite predecessors, In 7/VI
and HLS COsi} and the Signsl Intelligence Agency of the Supreme
Command Armed Forces (OKW/Chl) was excellent. The Chief Signal
Of'fiewr of the Suprese Commend Armed Forces {OKH/Chaf WRV) was
al80 the Chief Signsl Officer of the Army (OKH/Chef HNW)9
However, since the Supreme Command agency's commitment was
Aiplomatic and uilitary atteche tr&fflec, no broad basis for
eryptanalytic liasison existed.

The Army and Alr Force Signal Intelligence Agencles
maintained permanent Jlizaison on English Naval and Air systems
{SYKO, M209).99 1In 1943 the Army Agency {OKH/In 7/VI) had
discovered how to recover true {-20C settings from relative
settings, and they had passed the technique on to the Navy and
Air Force agencies.l00 According to Senior Specialist Tranow
of the Raval Agency, houvever, the Army-Ravy cooperation was
given up in early 1944 siase "no results of value vere ob-
tained,. "101 In 1943 the Signal Intelligence Agency of the
Supreme Command Armed Forces (OKH/ChiE, the Cryptanalytic
Section of the German Foreign Office (Pers Z S), and the Signal
Intelligence Agency of the Commander in Chief German Air Forces
{Chi-Stelle OBdL) collaborated on sclution of an unidentified
US strip system.l02

9pr g, p 3
185, p3
IF 108

91 93, p 3, 4
100y 144, p 2
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1°2D60, p5
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The Army-Navy- Alr Force rield collaboration was usually
excellent.103 It embraced on oceasion exchange of personnel
and eguipment, a complete exchange cf reports, and a close
cryptanalytic liaison on operative systems.lO& Eastern front
reports show a detalled operatiisnal collaboration between
Air Force 3ignal Regiment 352 (LN Regt 353), the Army Signal
Intelligence Regiment 1, (KONA 1), and the Naval units dealing
vith Russian Black Sea Fleet traffic.i05 Army Signal Intelli-
gence Regiment 5 (XONA 5) worked closely with the Air Foroce
Signal Ingelligenca organizations in the West (at Paris and
Noisy).1l0

- During the period 194%0-1942 the Signal Intelligence
Agencies of the Navy (OKM/4 SKL III) and the Air Forces (Chi-
Stelle OBdL), and the Signal Intelligence Agency of the Sup-
reme Command Armed Forces (OEW/Chi), and alsc Goering's
"Research” Bureau (FA), all collaborated on solution of the
English Interdepartmental Cipher.l07 There was "Research"
Bureau (FA)-Naval (OXM/4 SKL/III) cooperation on the solution
of the British Gogernment Telegraph Code (South Africa) and
Bentley's Code.l00 The Army Agency, Inspectorate 7/VI {In 7/
VI) actually wvorked on Turkish diplomatic traffic, by agree-
ment vith Goering's "Research" BureaulUY and had Army Signal
Intelligence Regiment 4 (XONA 4) intercept this traffic for
them. This work probably duplicated efforts of the Signal
Intelligence Agency of the Supreme Comrand Armed Porces (OKW/
Chl) however.

1031 26, p 2

10403 M-9%, M-209, Slidex, Russian codes, etc.
1051 130, p 15

1061 113, p 8

1071 93, p 4; 1 147, p 11, 12

1081 o3, p 3

1091p 126, p 8
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c. Military ggenqz_Relationahigs«-exchagfa of personnsl.--
In 1942 Prof. Nowopeschenny of the Signa elligence Agency
of the Supreme Ccmmend Armed Forces (0KW/Chi) and a group of his
cryptanalysts were transferred to Intercept Control 3Station
kast (HLS), one of the predecesscrs of the Signal Intelligence
Agoney of the Army High Command {OKH/GANA) for work on the
mein Russian army five-figure code.ll0 At one time the
Naval commender in the Aegean &rea placed his radar intercept
personnel 8nd equipwent under the command of Alr Signal
Fegiment {LN Rgt) 352.111 o0n one occasion personnel from Air
signal Regiment (LN Rgt) 35% wenit 2boerd the crulser "Pring
Eugen" to wonitor traffis frou the Air Arm of the Russian
Baltic Fleet.}ll2 1In the spring of 1342 the Signal Intelligence
Agency of the Raval High Command {OKM/! SKU III) exchanged
personnel with the Army and Air Force in order to get trained
Hollerith operators.ll3 71, 1939 Dr. Huettenhaln of the Signal
Intelligence Agency of the Supreme Command Armed Forces
{OKW/Chi) was detelled to Rhe Army sgency to work on solution of
French military syatems."l '
d. Militggﬁ %ggncy Relatlionshipg--Cooperation with regard
to IBM a apl ic_Machlnery.-- The Army Signal Security
Agency (lns eﬁtion 77§V”dbbreviatea_1n 7/IV) pioneered in the
use of IBM {Hollerith) equipment. Its installations were set
up 1n the winter of 1939 end 1940, and later transferred to
Army Inspectorate T7/VI (In 7/VI},one of the predecessors of the
Signal Intelligence Agency of the Army High Command (OKH/GdnA)ni?

11
11

Orr 123 p 3
11 126 p 14

1121 163 p 3

11
3I 146 p 17

114
D60 p 4, 5
115

I67T p2
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In March, 1942, representetives of Goering's "Research"
Bureau (FA), and of the Signal Intelligence Agencies of the
Commander in Chie? Air Forces {Chi Stelle OBAL) and the Navy
High Command {ORM/4 SKIL/IIX) visited the Army installatione
and obtained valuable igformation as to the possibilities of
IBM in eryptanalysis.ll0 The Signal Intelligence Agency of
the Suprewme Command Armed Forces {OKW/Chi) never owned its
own Hollerith machinery and used the Army installetions.ll7
In 1944 the Signel Intelligence Agency of the Supreme
Command Armed Porces {0KW/Chl) developed & nuuwber of "decoding
devices,’ some of wvhich were handed over to the Army, Ravy
and Forelgn Office agencles.li8 The Digraph Welght Recorder
{Bigrammsuchgeraet) vag made available to the German Weather
Service (WENUEB).119
e. Mllitary Agency Relationships--sooperation wlth
regard to interception.-- Goering's "Research" Bureau (FA)
occaslonally furnished the Signal Intelligence Agency of the
COmmandai in Chief of the Air Force (Chi Stelle, OBdAL) with
~ traffic.120 The amount of this traffic is not known. QGoering's
. "Research"” Bureau (FA) also passed some intercepted commercial
traffic of naval Interest to the 3ignal In{elligence Agency
of the Naval High Command {OXM/4 SKL/III).12l1 The German
Navy passed itas weather intercept to the Air Forge, vho had
80me 1nti£53rvice responsibility for the solution of veather
traffiec. On operational fronts, when army search recelvers
found air force frequen les, information concerning these
frequencies was iggplied to the appropriate alr force fleld
intercept units. The Signal Inteiligence Agency of the
Supreme Command Armed Forces (OKH/Chia controlled a naval
direction finding station in Spein.l2

1161 146, p 17
1171 67, p 2, 3
N8 g, p 3
119y 51, p 4
120y 29, p 3
1217 g3, p 12, 18
1221 93, p &
1231 130, p 15
1241 96, p 7
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f. Cooperation between Military and Civillan Agencies
on solution of Agents' systems.-- The extensive German effort

against agent-partisan systems warrants separate discussion.
This effort was shared by at least three organizations, and
perhaps & fourth. The organizations were: the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {OKW/Chi),
Army Inspectorate 7/V1 (OKH/In 7/VI), perhaps Goering's
"Research" Bureau (FA), and a small organization vhich did
little or no ceryptanalysis, the Radlo Defense Corps of the
Supreme Command Armed Forces {OKW/WNV/FU III)., The relatjion-
ship between these agencies 1llustrates collaboration in both
intercept and cryptanalysis, and an allocation of primary
responsibility which varied from problem to problem.

At the beginning of the war, responsibility for monitoring
clandestine transmissions in Germany and the occupied terri-
tories vas borne by the Radio Defense Corps {OKw /FU I1I)}.125
In the spring of 1942 the Radio Defense Corps pressed for the
establishment of its own cryptanalytic section. Nelther the
Army nor the Supreme Command signal intelligence agencles were
anxious to see the establishment of 2 new c¢ryptanalytic agency
for agent traffic. Accordingly, a section for oryptanalyeis
on agent transmisslions was established in the Army Inspectorate
7/VI (In 7/v1).126 This section was known {from its chief)
as "Referat Vauck".

Originally located in Berlin, Referat Vauck moved in the
fall of 1943 with the Redio Defense Corps (FU III} to Dorf
Zinna, near Jueterbog. It was transferred in the rall of 1944
from Inspectorate 7/%1 {(In 7/V1} to the newly formed Signal
Intelligence Agency of the Army High Commend (OKH/GdANA) and
was transferred again in early 1945 to the Signal Intelligence
Ageney of the Supreme Command Armed Forces (O0EKW/Chi/Gr. IV).
Both these latter changes were administrative only, since the
section remained with the Radio Defense Corps at Jueterbog.l27

1257 1315, p 2
126y 115, para 15
1271 115, paras 12, 31
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: Ref'srat Vauck dicd not enjoy a monopoly on agent crypt-
analysis. Most of its and the Redlio Defense Corps' (FU IIT)
effort was concentrated on western agent networks (France,
Belgium). In the eastern and Balkan theaters, other agencies
handled the bulk of agent intercept and cryptanalysis, as
follows: '

, (1) Russian Partisan Traffic-- The work done by Referat
Vauck on this problem covered only the period mid-1942 to
mid-1943. Its work was then taken over by a section under

Lt, Schubert of Army 3ignal Intelligence Regiment (KONa) 6;128

Schubert was ultimately transXerred to ihe Signal Intelligence
Agencz of the Army High Command (OKH/GdNA), where he took
over 'eastern” cryptanalysis on the NXVD-partisan nztworks.lag

' (2) Yugoslav systems~- Most of the interception and
eryptanalysls on Yugoslav systems ws done, not by the Radio
Defense Corps (FU III), but by a special detachment of Army
Signal Intelligence Reglment KONA? 4, stationed in Belgrado.lj)

Cryptanalytic work on the more difficult Balkan systems was

done in Berlin by Balkan Section (Referat Bsllovic) of Army
Inspectorate 7/VI (In TAVI), 3§° thus complemented the ;
activities of Referat Vauek.t '

(3) Polish Resistance Movement Systems-- In 1943 Referat
Vauck solved the principal system used by the Polish Government
in Exile zLondon; for communication with the Polish Resilstance
Movement {Warsaw). So important was this traffic that, in the
fall of 1943, eight members of Vauck's Section were transferred
to the Polilzh Section in the Signal Intelligence Agency of the
Supreme (ormand Armed Forces (OKw/Chi, Gr. V). The intercept
work done by the Redio Defense Corps {FU 1II) was sugmented

by the 3ignal Intelligence Agency of the Supreme gggmand
Armed Forces'{OKW/bhi? and
:I.B.M. assistonce was glven by Army Inspectorate 7/VI (In TNI).

intercept station at Lauf,

1281 115, p 7

1291 26, p1

1301 115, p 8

2rus, p9
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