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1. 0~1g1~ of "TICOM". --: The word "TICOM" served as a 
cover name for s. special proJelt and :for an organization. 
the 11'1'a1"get Intelligence Committee. n The project., vhich 
vas or1gi11ally conceived by Colonel George A. Bieber, 
Director of the Signal Intelli~noe Division, ETOUSA, in 
the summer or 1944, aimed at t investigation and possible 
exploitation of German.cryptolo 1c organizations, operations, 
installations, .and personnel, a soon as possible a:rter the 
impending collapse or the Ger~' armed forces. Colonel 
B1cher elicited and secured the support of the o. s. Navy 
and o~-the British, and eccord1 ly a joint and combined 
nTarget Intelligence Committee"\vas established in England 
in October 1944, by the authority or the Chief of Staff, 
United Sta.tea Army; the CommandeliI>-in-Chief, United Sta.tea 
Fleet; and the Chairman, London $1gint Board. 
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Tt:ie Ta:f•get Intelligence Co i ttee Ol":i'..ginally planned 
EiiI•borne operations, evep bef'ora the German collapse, to 
ryeize im~o'.l'"ta.nt Ge:rum.n signal .:tn·,ell:tgon.ce targets, known 
fil'om Ultra :rue.te~ial and prisoner of' t:1aY.' 1nter:rogations~ 
'J'here were f·our objectives: 
I a. To learn the extent of t e German c1'.'yptanalyt1o-/ 
of fort against England and Amer! a; \ 
j b. ~'o p~event the results ~ such German cryptanalysis ' 
~ga1nat England a.nd Amer1oa from falling into uri.authorized 
nancls a.s tb.e Ge:r .. ma11 Armies l'etre ted; 
I . e. To explo1 t Gei~msn cryp.t logic techniques and in- I 
vent1on~ befo~e they could be de t r oyed by the Ge~ma.ns; and 
I d. To unoove~ items or s1g. al intelligence value in 
proseeuting the va:i• against Japa. . _ _ .. 
I The TICor~ mies:l.on va.a of hi est importance. American ~ 
~r;vptographera did not then know vith ce~ta1ntx the extent '"jlc~~· 
to vh1ch United States con1muniea··1one \.Tere secure or '1!!3~6t:Ee, 
*or did they knmr the extent of he ene!lly' a c:ryptanalytic 
~b1lit1es, strength, end materie , except by conjecture, 
by inf e:i.•enc:e from Anglc-Amer·ican crypts.nalyai s of Ge1•man 
systems and rroro prisone~ of v.a~ interrogations. German 
cryptan.nlytie successes were obv ously unpublicized. They 
\rere .reflect~d instead in highe:r casualty liEtts and lesaened 
success on the pnrt or Allied ta tica and strategy. 
I In the Spring of 1945, howe er, conditions .for the 
proposed operations became rapid y unsstiefacto~y. The knotm 
~ei"tntH1 signEl .intellige-nce a.gene es !!eT·a dtapersing or ret:rea t­
tng to l!Sbther locali t1es in gre test d1.sorde1•. Pinpoint 
locstions could not be establish d. The possibility vs.a 
remote that Anglo-Arneric&a parac uta uni ts could seize worth­
Vhile pe r·soruiel and tna terial and hold them through the con­
fusion of' 11,12.jor bs:ttles. Theref i1 e, in. March, 1945, TICOM 
decided 1notesd to ale~t six Uni ed 8Ultes-Brit1sh ta~g~t 
exploitntion teems in England, t~ese teams to be sent lnto 
enemy terrj. tol'"y as ei thel" Uru. ted States or .Bl-1t1sh troops 
?ver~an it~ Where they Vere to t ka over and exploit known 
~l" ne~.rly dtscovered targets of a g11al intelligence interest 
and to aeerch ror other signal 1.tell igenee ta~gats and per-
1 

aonnel. 
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I 
The first exploitation team vas dispatched in April 

1945 to the Neumuenster-Flensburg area, and other teams 
I 

were quickly dispatched tod::.he~areas as soon as overrtlll. 
The odysaies of the TICOM teams striving to locate and 
exploit signal 1ntell1gen~e ta;rg~ts during the confused 
days before and arter the Germa.r( capitulation, make~ 
eratel'taining as 'l:lell a.s instr~ctive reading. They are 
rully recorded in the TICOM publ1cation~l A short summary 
,· . .r these operations is given in Volume 8, Chapter X, of 
Lhls re~a~~- 1 

1fhe results obtained from these TICOM efforts vere im­
press1 ve. Approximately 4000 Eeparste German documents 
\:Jere cs~tured.2 This me.teriall veigood 5 tons. Many crypto­
graphic devices and mach1nee were captured. One hundred 

1 
and ninety six reports, based pn 1nter-rogat1on o~ German 
signal intelligence personnel~ · together ~1th other m.1a­
cellaneous reports a.nd transla;ti'ona were issued by TICOM. 

The true value or the 'l'ICOM e.ffort is not mee.surable in 
such stst1st1cs. Its importanee lies rather in ~hat the 
TICOM eff"ort revealed to Ameri~an cryptologists concerning 
German signal intelligence, ~1th particular rererence to 
American systems. The TICOM prisoner of var interrogations 
and c.!J.ptured documents, with the interrogations conducted by 
othe~ "Anglo-American ageno1ee (notably the Combined 5erv1ces 
Detailed Inte~rogat1on Centre,jor "C3DlCn) have given Anglo­
American investigators a reasonably complete pintUJte of Gerna~ 
signal 1ntell1genee. The United States Army SecUJtity Agency 

1 has obtained :f'rom these interrogations and dooumenta infol'mation 
useful in assessing its OlJil orY.Ptanslytic and c~yptogl'&ph1c 
achievements, especially 1 ts ow development o:f rapid analytl c 
machinery, thG st&te of its research in cryptog~sphy, and tha 
cryptographic security of American systems. 

1 ·see IF 15, IP 40, IF 51J IF ~01. IF 165, IFI 166, IF 167, 
and I-1. I 

I 

2 ·ay "document" is meant either one or s collection of 
papers, books, riles of' corr~spondence, messages, :f'ilms, 
worksheets or other items of' intelligence value, to vhl.ch 
a TICOM document number vas ~s31gned :for convenience 1n 
clsss1r1cat1on and handling. 
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2 . The isuropean Axis lcn;ptanal;ytic et:tort ~ainst United 

States commun.tcations.--From TICOM sources it ls earned that 
l'foropean crJpta.nai~e ts 'tie re unable to read any u. s. Army or 
Nevy high-level cryptographic ayetema. The Army Converter 
Ml,40 (SIGABA), the AI'm1 Telet1}>evr1ter Cipher Attachment knovn 
as the Converte~ M-228 ·tSIGCUM), the Army Teletypevriter Pri­
vacy Set (SIGIBS), the Al-mi High Security Teletypewriter Cipher 
System (5IGTOT), tbe Army Speech Equipment RC-220-Tl (SI05ALY), 
the Combined Cipher Machine (CCM), the Navy Eleotric Cipher 
Machine Mark III (ECM, identical with SlGABA), ~d the Wavy 
Teletypeltriter CryptogrephJ!c. Attaohment (C. S. P. 1515, identi­
cal ~1th the Army Converte~ M-228) vere completely secure. One 
Army Strip system (System No. ~7 or 67) e.nd one Wavy strip · 
eJatem (probably C. S. P. 1404) vere read tor short intervals 
until the ~rinciple of etr1p elimination ~aa introduced. The 
10'1-grade c1phony device (Speech Equipment AM/GSQ-1, or SIGJIP) 
vae not read, al~hough theoretical . solutions vere vorked out. 

Both of the .unenciphered War Dep~rtment Telegraph Codes 
(5IGRIM and SIG.ARM) 11ere ~ad by the Germans. Htmgary received 
photostatic coples ot War Department Confidential Code Numbe~ 
2, probably from the Bulgarians, together vith at least one 
set of cipher tables, and the Italians reconstructed subsequent 
editions of the enc1pher1.Di tablea. The compromise appea~s to 
have been share~ vith othe~ AX1s pogers, notably Oel'ZJJ8DY, Fin­
land and Ja~an. l4il1te.ry Intelligence Code Bo. 11 (p~s1cally 
compromised), used by the M111ta17 Attache 1n Cairo, vas read 
throughout- the summer of 1942. The Germans reed messages 1n 
several versiona of the Division Field -~cfoaes .. ...._ 

German cryptanalyst& solved from 10 per aent to 30 per 
cent or intercepted u. 5. Army M-209 messages. Save \Jlwre 
keya vere captured, it -eas !usually read .. too late to be of tacti­
cal value. Me a sages sent by the U •.. S. Army 1n Blidex, Codex~ 
Bomber Code, Asaault Code, IA1rcrkft Movement Code, MB.p Coor­
dinate Codes, and Cipher Device M-94 vhere employed, vere read 
regul.arly and almost 100 per cent. 

I 
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Combined Naval Cypher No. 3. used by ~he U. S. Navy and 
the Royal Navy for Atlantic Convoy operations. was read almost 
100 per cent by the Germans from the end of 1941 through the 
middle of 1943. The solution of this system ~as ~erhaps for 
the allies the most disastrous s1enal intelligence success 
achieved by the Germana. · Allied convoy shipping losses suffered 
during this period vere six times as great as during any other 
comparable period. 

The Germans engaged 1n intensive &nd successful traffic 
analysis activities against United States Army and Army Air 
l<~orce. radio communications. This included d1rect1on .. f1nd1ng~ 
analysis ot ~all sl~ and frequency allocat,.on· systems. analysis 
of plain ~ex& and operator's chat. as vell as more complex 
operations. such as air-borne radar route trackingg and mon1~ 
toring of transmitter zero beat tun1n~. 

'l'he U. 5. Army Converter M--134A l SIGMYC) • .and the U. s. 
Navy Cipher Machine (HCM). furnished by the Navy to the State 
!Jepartment, ~ere not read by ·the Germana. 'rhe State Depart­
ment Strip systems O·l and 0 .. 2 vere solved. the former probably 
through a compromise. and th~ latter. through cryptane,lysis. 
Several State Department code&g including the Bro"t:Tn. rode (un­
enciphered) and Code A-1 (enciphered). vere com.promi9ed and 
read. probably from 1938 and 1939. respect.111ely. 

From an .intelligence standpoint the results obtained by 
tne German cryptanalytic successes ~ere importantg but not 
decisive. American Army and Navy strategy .. \las secure as long 
as high. level systems vere employed. Tactical operations. 
ho~over. did suffer. The Anglo•American cn~voy shipping losses 
during 1942 and early 1943 vere huge, larg~l~ because of 
German successes vith Combined Naval Cypher No. 3. Ger:JW.D. 
traffic analysis and cryptanalysis provided a comprehensive 
order of battle for the U. 5. Army and Army· Air Forces 1n the 
United K.1ngdomg 1n the Mediterranean, and on the continent. 
According to a German air force officer. "no attack of the 
~ighth Air Force came as a surprise." The value of the intelli­
gence ffh1ch the Germans got from State Department codes and 
strip ciphers is not accurately knovn. The strip system~ ~ere 
probably read too l~te to be of any great value. The compromise 

6 
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Military Intelligence Code No. 11 did provide intellig~nee 
unquestioned tactical value_, particularly 1n the summe:r 
1942 during Rom;nel's advance to Egypt.. 

The Gel'111an cl"yptam1lytic ef'f'ort ..aga.1.nst Russian mJ.litary 
communications uas even grestel" than that made against the 
nitec! States. The Germru1 2uccessea in. solut:.on of me<lium 
nd low grs.de English m1l1 tary and naval coLnnun..1.ca.tions 
ystems t!el .. e e:onside.rablB. The c1•ypt1~,nalysiB or the diplo-

l a tio communications of Italy, Japan, r:ranee, T".l'.t'key, Bulgaria, 
reace, Po1•t;ugal, Spain, SY1 t2:erland_, a:c.1.d other smalle:r rlations 
lso achiaved important results. 

A t~bulation of the ~~oulta of Ge~l'll!ln snd other Etll"opean 
ls cryptcnalysis, country by country~ 13 given in ChB.rt 1-2, 

t the end of thia Volume. Ti1eae resul tn will b:e discussed alao 
n the subsequent volumes on tk!.e sepaN1t.e Garman agencies. 

3. Pl"gani~~!d·S!ll of' German .. $.1~~q_lntell~J'!Ce Agenci~_!!.-­
ermHny posoeesed six main cryptologTc Ol"'gani.za.tions duri.n.g 
o:rld Ws:r II~ vith a total strength, including field units 
nd ()'Q'Ol"r..ead, of app1•ox1mately 30,000 pe1~aous. ltaly possess-
d tuo main signal intelligence organ1ze.t1ons; Finland, Aust?ia,, 
nd Hungary each ha.d one. The gr~.nd total of' Europ~en /..xis 
ersonnel engF.ged in signal intelligenca in Wo~ld Har II iB 
stima.ted as )6,000. 

This number is sraall vben compar·ed ui th the numbers 
ngaged 1i1 the Anglo-American eff'o:t-t. Tho grand total of' Anglo­
merican signal intellig·ance personnel at the end or the V.sr, 
ncluding all .aerv1ces and including .t~1eld and. ove1•hee.d per-

.. onnal, was in excess of 60,000 per.sons. Out or th.t~ tots.l, 
he United States Army employed app~oxin1stely 28,ooo persona. 

Of ·the six main German cryptologic o~ganizetions, ro\ll" 
ere mil1ta:r>y, e.!ld tU"o r!ere civilian. 

The four military organizations were: 
s. The Signal Intelllgeuoe Agency of th~ Army High 

ommand (OJDI/GdI'lA), Fhich denlt vith enemy AJ"~y trarfic. 
b. ThA Signal Intelligenca Agency of the ~la~rt High 

( OK!-J./i?Sfi !IIL whl.ch dealt ui th enemy na.va.1 t1•af.f1c. 
The Signnl Intelllgence Agency of the Air Force High 

omma.nd OKL/1 .. rl Abt 350), trhich d~al t tri th enemy- Air Force traff 1o .• 
d. The 81gn.~1 Intelligence·Agancy of th3 Supreme Command 

rmed F'oroas (OK\t/Chi), "rhich dealt with enemy, neutral or 
riendly diploMt1o tratf"ic, commercial traffic and ne'lf~ broa®s.sti 

7 
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The two ci '!:l.l:i.a.n O:i:'gn_niza ti one \-re:ce ! 
a.. ThG !t'oreign Offid.e C1'ypt:':l.nalytic Section {Pers Z S) 

uhich r..J.so dealt. uith d.'lpl~Lla. tic traffic$ enei·JY,. neut:ral.P 
o,.. f'riendl:r. 

b. Goer 1.l'...g I B 11Re sear-ch IT Bureau ( r .!'~), a Iiaz1 party 
agency tthich -al~o dealt Hi th diplo~tic t:ra.:f:tic.s news releases, 
broadcast moni tori11.,3, telephone monitoring, !J.nd other types 
of comrnunic~ tJ.ona intelligence, enemy.. neutral p or friendly. 

Chel'·t nuillb(!r 1-1 at the end of thla volu!'le shmrs how the 
Above sL~ P.gencieB u~re related. Brief desc1~1ptions of 
these agencies and their uo:rk .follou. 

!J. The Si~l Intelligence P.genoz_ of the AJ:>s.!rH1gh 
Command. ----.lhe 'filgna! Intelligence Agency of the ~ my High 
Command ( Oberkoirana.ndo des Heeres, Genere.1 dei."' rl€:1.chr1chten 
Aufkl&el'lLT'.l.g,, ebbrf:via.tecl OKii/Gd»JA) l:f.ls locat.ed a.t Jueterbog, 
about 60 miles southuest of" Berl:i.no Ita mission included 
cr~pt~ualycis and evaluation of Allied army traffic, at any 
level_, l-thet.her strategic or operatio1~a.l. .rt also did a 
smell amount of' :r.s.d.io bI"oadcn.at mon1 to1•i1130 

This AGency was the main unit of the German Army signal 
ntelligence service in 1945. Other units uere: 

a. Tlro inter~3pt stations operating di~ectly under the 
ignal Intelltgenoe Agency, and supplying :J.t ui th intercepts 
f Allied h.igh-le~el t~affic. 

b. Nine field Si~l Intelligence Regiments assigned 
o various AJ.>mY G~oups for the plll'.'pose of lnteroe~tion, traffic 
nalyeis, c~yptan..~lysis, end evalll3tion o~ Allied Army low-

. evel tactical traffic in the Army Group areas. These 
egim~nts \:rere independent of' the Centrel -Signal Intelligence 
gency, but Bupplied the latte~ ~ith intercepts and reports. 

c. A small Signal Intelligence Sect1on.P assigned to 
t}he .Ai'my Commander in Chief' .1 West, lrhich acted as a coord1-
rlat1ng e.ect!on for the tgo Signal Intelligence Regiments on 

! e l!eatern front. · 
An estirnated tot&l of 12.P 000 pevsons uas employed. in the 

my sign5l intell1gence·effort desc~!bed above. · 
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The main successes o~ the German Army signal 1ntelli­
g~nce organization .from it's ormation to the end of the ua.r 
tncluded the follouing: 

a. £efo~e 1939 it uas ble to establish French, Dutch, 
·snd British order of battle. This ~as domby c~yptanalyais 
·of Fi•ench codes ana Dutch Ar double-tr&nspoa1tion ciphers,, 
11nd through direction-finding and tra~fic-anGlysis directed 
neainst British Ar"C1!3' communidations systems.3 

b. Dlll,1ng the 1940 French ca.mpaisn it established 
Prench mob.1.le o:rc:ler of ba~tlj. This i.~o.o done h; cryptanalysis 
of French ·a odes{ r.1...,, . .:!Bmed) - · 

e. It estil.bliehad Russ~an army order of bnttle and 
location of' strategic r3serv_ s, fr-om ea2~ly in the 1;1ar through 
1943. This m:s aecomplished through tr•affic e.na.lys1s and 
cry-ptana.lyats of Rus19ie.n 2JI -"JI l~,, and 5-f'i3lll'e codes (both 
Army and ?eoples Commissaria~ (Nlr"llD))o5 

d. It gnve Roll1tnel inte~ligenee of sreat ope~at1one.l 
value du~ing the figgting ar~~~d Tob~ul!. TlU.s vas done by 
solving the super-en 1pherme±~lt-of a aomp~omi£ed Er1t1ah 
code (unidentiried}. 

e. ln.forma t1on on ope~e tiona unde:rta!c.en by the Amar1ce.n 
Army in I·lo.z-th .Africa, snd the ea.f·ce:r thl'iough the wer, vas 
obtained th~ough solution .o~ fonverter M-209 t~aff1c.7 
During the fighting in Sicily the German~ captured two ue~ka 
afte~ it went into effect, a key liat valid ~or one month~ 
and ~ere enabldd thereb~ to r~ad the system completely ror 
the :remaining tuo ueeks.9 on! other nets ~hen sufficient depth 

31 78 
4I 78 
Sr 78; I 26;. I 21; I 19 
6
IF 107; I 113. Germans called this "the B:r1t1sh Uar Office 
Code." [ 

1x 154; IF 107; I 60; I 113 
8IF 207 
91 60 
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was availablo, from 10%10 to 30 ll of N-20~ tra.ft'ic was 1•ead­
able J though mo~;t. of the trafft .. 'Va6 1'0ad too late to be of 
tactical val~e.~~ 

f. I11:formation conoern1n U. S. Ju>my activ1t1ea in Ice­
land, England., Central Amer!ca.,, and lVorth Africa, was obtained 
b,y re.:slJ.ing w~~ u. ~. !-.r!f!.y J).lvis on r.w1!'.3;,a Gooee. (.LJFC l~, 16, 17, 
21~ 25~ and 28, ana p~ss1bly ot e~s).~~ 

g. 'l1.s.ctica.l fJtiormation e ncei'nfng Allied bombing end 
artill0ry te.1"eets, weather re orts, ~ a.r.d reports on the 
size and locat:ton

1
of Allied uni s passing Military Pol1oe contr.ol 

points in France, 0 W'Ol"e obtain d from aclut1ona of "Slidex, '1 

a E.ri'.;ish dev~ce for protecting opere.tion'l.l low-level traffic. 
Thia davice was used by. both Br t1sh and American forces and 
variou~

7
varsions of it were sol ed, U$Ua~ly in from one to three 

houra. 
h. Solution of traffic pa Ded on Hungarian internal net­

't-Torks in 1941 g.e.ve evidence that tranaporte.tiooi o'l Gy§man troops 
over Hungar•ia11 railroads could e safely undertaken. 

1. SuccGssful ~ryptanaly~ s waa carried out against the 
traffic o.f Yugoslav partisans, reek :partisans, Czeob a.gc:mts, / 
Russian a.gents, and th~ Polish es1sta.nce movement.19 

The Signel Intelligence Aa~noy o~ the A:rmy High CoJ:llilralld 
issued three oeily repoi•ts. These were sent to the Arnry R1gh 
Command, Na vy High Co~....nd, AireForce High Co!l2nlal1d, end to the 
Suprema Coi;.m3nd, Armed Forces; o Himmlor as ohier of the 
Elite gu.ard; ~.nd probably to th Reich Socui-1ty Office (RSHA). 

lOI 60 

11I 113 
121 142 

l3IF 120 and IF 107 
l41F 107 p 3 
151 74 
l6I 80 

17 I 7 J.:., I 76; I 80, ! l 09; IF l 

l8IF 126 p 10 

191115, 1 76, D 60, I 170, I 5\, and others. 
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Ea.ch of U1e nine Signal lrttell1g<=n.oe Regiment.5 in the field 
supplied intelligence directly 1to commanders at Army Group, Armyp 
and Corps levels, looking to them for pril'll.3.ry directives on m1a­
.t1ons e.nd priorities. They co$erat0d closely w1 th the local 
Air Force S!gn~..ls Regiments. ~ 

The Sig.-naJ. Security Agenay of' the Army :High Command (In­
spektion 7/IV, &bbrev1ated In 7VIV) issued Army Codes and Ciphers 
until 191~4, ,.,hen ·~his runction t.·1:~.s talten over by the Signal 
Intelligence Agency of the SupI'biiH~ Con'IJi.w.nd., At>med Forces 
(OKW/Chi). I 

Vol~"I!a 4 ts a. detailed a.ccpunt of the German Army Signal 
In tell igenc.e Agency, ;!;:;::; ::~a:;.~ U..U:.i. i;s, E. ~a. t.l1ah .. ~.cti vi ties. 

I 

5. Tho_§.;\@':'.± .. ~ ntell1_fil'nce Agen ey .. ~>[~ .Yl-.;~~~~.E.orce H~ 
.~ant!-- The Sisn~\ Intelligence Agenc :· of ·~1a Air lrorae High 
C omman<i ( Ob<::x•lrntilfilBndti der Luftvar.re,. Lu.1' tZJ.e.chrichten Abteilung 
350, a.bbrevlated OKL/.Gi'l Abt j~O-' previously Chi Stelle, O B d L), 
was the princips.l unit or the G(;):rma.n Air Force Signal Intelli-
gence tiel'v1ce in 1945. Fiel.d wilits i:rere: · · 

a.. Thre-s au tor.1.omoua Signal : Intelligence Regiments w1 th a 
total o:f eight battalions. 1 

b . Five autonomous Signal :intelligence !1-A.ttaliona. Thirteen 
thousand people, including overltaad, ~6re employed in a.ll the 
above unitll. 

· · The Gernw.n Air Force Signal iln.telllgence Service 3uccesses 
against the Royal A1r Force and ;the United States Army Air Forces 
· ere outstanding. : 

a. The Service furnished a :comprehensive and continuous 
• icture of' the battle order and .dGplo-:rment of United States . 
JA.rmy Air Force a.nd Roya.l Air Fo~ce uni ts in the United Kingdom, 
\1.n the Med1t.srranean Theater, a.n;d, e.f.ter D-ciay, on the continent. 
This information cs.me ma.inly frOl'll tre£f!c s.nalysis, radio-telephone 
fnoni tol'ing, and mon1 toring of af;r-bol--ne radar deviaes. The 
solution ot Royal Air Force 4-figura codes (f~om March 1940 
~ntil l November 1942) gave basic ~eta 11hich i:ras enlarged upon 

[

d used unt11 the end o~ the w8f. 

OI 70, IF 182, IF 175 p 19 I 
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b. It gave prompt and aecur•a.te w.s.z-ning of United Sta.tea 
Army Air Force and Royal Air Force h'*l~"'Y bomber missions. This 
resu.l ted fl"'Olil advanced methods or trai'.fic 8.IlB.l.ys1.!J" from re.dio­
teleghone monitoring.I' and ?roili FadaF monitor1ng.2i 

c. It gave immediate warning to G8rman gi-ound ~orces and 
fighter sq~adrons of tactical .operationa by Allied ground sup-
port aircref't.22 . 

d. In comnection uith its western f'ront a.otivitiea 1 the 
solution or the Ba.nber code, Slidex~ Syko~ and Rekoh (used by 
the Royal Air .F'orce and.Pf.or a ·short time, by the United i; ta tes 
Army Air Fovce), both by capture and c~yptana.1ys1s, was impor-
tant thI>oughout the 11ar .23 . 

The Ge.rrasn Air Force Sigrwjl Int~ll!genc~ Se~vice successes 
against the Russian Air rorce Mere also g~eat. 

· a. Its oryptanalysis of Rusbian Air Focioe ground-to•ground 
2-figuI"e~ 3·figurer and 4-figure adm1n1st;l'ative a.nd opGrational 
codes P and some 5<'1gure eodes~ pl'cvided a complete order ot 
battle for the Russian Air Forces from 1937 until the end of the 
war. A 18.l""ge e.mount of intall~gence on Ruasien2tr~Y battle order 
vas also obtained rrom a. atudy or a:tr netuorks. 

b. From pa~tial decipher~ent of air-ground tr~fio, from 
plane-to-ground radt~~telephone monitoring, and from radi~­
direction finding of bombers v~en airborne, it was eble to give. 
accu:rate 1·12.rnings ct: all Russian long-r•ange strategic bombing 
raids.25 · 

c. From cl)YfJtana.lysis of· each Russtan Air AI~y 9 a 2-figure, 
3·figure, and 4·figure traffic~ from t~a.ffic enalyais, from plane­
to-pla.ne radio-telephone moni tOring, e.nd f~om radio direct1on-
f 1uding of planes in flightD it was able to ~arn German ground 
fore es and .fighter squadrons of 1mpand1n.g operations by Russian 
fighte1~s and fighter bombers. 26 

21! 70 

22
IF 182 

23IF 175 
241 120 

25IF 187 
26IF 187 
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Intelligence rrom both Western and Russian fronts, in the 
form of daily, ueekly, or monthly reports, ~as rurnished by the 
Signal Intelligence Agency (OKL/LN Abt 350) to the Air Force 
High Command and to the local Air Forces (Luf'tflotten). Daily 
and monthly reports were also sent to the local Arnry Signal 
Jntell1gence Regiments. Monthly reports were sent to the ·Army 
Comm8nder in Chief West, ·to the Signal Intelligence Agency of the 
Army High Corumand (OKH/GdNA), to the Signal Intelligence Agency 
of the Navy High Command {OK?~/4 SKL/IIIJ, to the Signal Intelli­
·g~nce Agency of th.e Supreme Command (t.rmed Forces ( OXW/Cht), 
~nd also to the Air Foree Signal Intelligence units in the f!eld.21 

Field units, eharged with the responsibility for va~n1ngs 
on allied air raids, telephoned their varnings and reports d1rectl3 
to fighter squadrons, anti-aircraft batteries, and the local 
Qauleiters in eharga of civilian air raid warnings.28 

Group IV of Division II in the Of'fice of the Chief Air Force 
Signal Officer (Oberkommando der Luttwaffe/Generalnachricbten­
fuehrer II, Gruppe IV, abbreviated OKL/Gen Nafue II/IV) issued 
codes and ciphers for the Air Force. Group IV of Division Ill 
(OKL/Gen Natue 111/IV) checked them ror cryptographic security. 

A detailed description or the Signal Intelligence Service 
of the Air Force is given in Volume 5 of this report. 

6. fhl Siflal Intelli ence A enc of the Nav H1 Commafld-­
The S1gna nte igence Agency oft e Navy H!g Cornman 10ber­
komm&ndo der Kriegamarine, 4 Seekr1egsleitung III, abbreviated 
OKM/4 S.KL/III) lfae responsible 1for traffic analysis, cryptanalysis 
and evaluation of British, American, Russian, French, and 8~ed1sh 
naval traffic. It had a strength of app~oximately 1,000 persons. 
It also had operational control over a field organization of 
approximately 2,500 persons. The :field .units were as f"ollo~s: 

a. Four deta.chments in Flanders, Brittany, Wilhemshaven 
and Po~erania engaged in cryptanalysis on lo~-level systems," 
interception and direction-rinding. Each detachment had a total 
complement of 200 men, including 100 intercept operators and 10 
cryptanalysts . 

27 
IF 180 p 31 a 

28 
IF 181 
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l>. Eig..'1.teen "primary direction-finding atations 11
, vhose 

main du"'Ciies "t:rere ln.terception re.th.el' than direction finding. 
Each station had a strength of lOO, 1ncludin,g 60 intercept 
operators, and 5 cryptana.17ats. 

a. Twenty flve 0 second£ry direction-finding stations", 
whoae duties were d:trection f"inding and t~a.ff io analysis. . Ea.ch 
station had a strength of 26 persons. 

d. Small detachment3 vere occasionally set up for special 
misalona. . 

The main successes of the Sign..'U. Intelligonce Agency of the 
Navy High Command (0104/4 ~KL/III) included the tollo~1ng: 

s.. In 1939 it vs.a able to establish the '\:la.r-time organi­
zation and dispo31t1on of the British Fleat, through solution 
of Bri tisll Nave.1 Code No. 2. 

b. In the spring of 1940 it obtained complete information 
ooncerning the proposed Br1t1ah and French Norway expedition 
.<"Opcra.t~.on Stra.ti"o~d 11 ). This was done by solution of Br1.t1sh 
Naval Cyphez· Ho. 4. 9 The German invasion of Norway follOl:led 
iDD:nediately. Durins the subsequent Norwegian campaign, solution 
of trai"fic sent in B~1tish Naval Cypher No. 4. gave detailed 
information on Allied aounter-meaeures, such as proposed British 
landing fields, tra.nsport arrivaJ.. sehegulea, and tha d1spos1t1on 
or British and F1'enoh surface ~orces.-' . 

c. Throughout 1942 and pe.rt of 1943 it provided important 
intelligence on Atlantic .convoys by a current (and nearly _lOQ%) 
solution of ·6ombined Cypher No. 3 used by British and U. S. 
No~th Atlantic Convoys.jl The average wonthly allied sh:pping 
losses in the Atlantic during this period ~ere approximately 
a1x times ~he av~rage monthly1oss9s in later periods. 

Minor sucoessea of the Signal Intelligence Agency of the 
Navy Hip;r.t Command (OKM/4 SKL/III) included the solution ot the 
Br!tie! · !nterdepar'ttlental Cypher{2 solution in 1943 of e. Royal 
Air Force torpedo-bomber transposition cipher used for pr~ctice 
exerolsea in the English Channel;:;-' and solution ot various m1no1> 
Navy and Merchant Navy codes and c1phcr3. 

29T-517 
30T-517 

'
1

1 12 
... 2 
·· :->erformed jointly llith Goering's "Reuearch" Bureau (FA), the 

Signal Intelligence Agency or the Suprom0 Command Armed Forces 
(OKW/Clli), and U'ith the Signal Intelligence Agency of the 
Commander in Chiet ·Germa.n Air'Force (Chi Stelle. OBdL) I 147. 

33n 6 .TJ J t=; D 41 :P.lq 
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The Neval Slgna1 Intelligence field W11ts described above 
carried out dire~tion-findlng activities against Allied naval 
and mercbant.3hlps, plotted their poait1on3 and movements, and 
passed the in.formation to local commanders. Detachment Flanders, 
at Bruges, a.nsisted in the 1942 "escape" of tric> pocket battle­
ohip3 Sche.r:nhoi. .. s t and Gneisenau -when they made their dasti from 
Brest thr.ough the English Channel to Kiel. This aame detach· 
J!\Ollt read British ns.val tratf"ic to advantage during the D1Gppe 
raid. 

Tho Signal Security Agency of' the ~avy High Command (Olm/4 
8KL/II), as opposed to the Signal Intell:tgenco Agency( O!ml/4 5KL/ 
III), issued Germsn ne.veJ. codes and ciphers, and made ci7ptogra­
ph1c security studies of these systems. Its exact strength 1~ 
unknoun. · 

Th~ detailed organization and history ot the two si~l 
agencies of the liaval High Command ( OKM/4 S~/III and OKM/4 
8KL/II) are not diaoussed further in this report. Their use , 
ot puneh-ca.rd book-keeping machinery ("I. B. M."), their security 
studies~ and their chief oryptanalytic methods, houeverp are 
discussed 1n Volume 2. 

7. The Si al Intoll1 enee enc of" the Su reme Comman1 
Armed Forces~- T e , 1~ nte 1gence J.aency or the 5upreme 
Command Armed Forces lOberkommando der Wehrmaeht, Chiffr1erab­
te1lung, abbreviated O.Kl-1/Chi) had three ru.ln functions: 

a. It intercepted, studieJ, nnd evaluated diplomatic, 
milite..ry attache, and "a.gent" traf:rtc. 

b. It ~on!tored, and evaluated commercial radio traffic 
and neva broadcasts. 

c. It made security studies of the codes a.nd ciphers used 
by the Supre~e Co:zmna.nd, A:rmed Forces, the Army 0 ~he Air.Force 
and the Iiavy, and many government departments, vetoing (after 
1944) the use of those it deemed insecure. 

The 81~a.l Intelligence Agonoy of the Suprome Command Armed 
Foreee (OKW/Chi) operated at least thirteen radio intercept sta.· 
t1ons or its mru, and received radio traffio rrom other agencies 
as well (notably Goering's "Research" B\U'eau (FA». ~~t also 
received land-line trafr1o from sourees not stated.~ 

15 
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With the '"'caption of' military attach<> systems, 1t ~d ~-;] 
work on enemy Army, Navy or Air Fo!'ce tre.ffio. Documentery evi­
dence as to ita cryptanalytic successes is limited. The tol­
loving sun..rn!&,Y covers its most impo:c>ta.nt kno"1l'l c:ryptana1Y,t1c 
achiev~menta: · : 

a. The mo~t extensive 1939-1944 successes seem to .h&ve 
bean achieved vith French systems. The electrical Hagelfn .C1pher 
Ma.chtna B-211 (adopted by the French - no"1 obsolete) w~s .solved, 
a.nd limited succGas vas also '§h1eved in the solution o~ ,the 
Freneh Hagelin Machine BC-38~ An important military attache 
ewe {ASA trigr<:i.ph FVD) was solved at the beginning of t~e "ar.36 : 
After 19~·0 all Vichy-French systems vere automatically compromised '. 
vhan f'iled with the German Armistice COlillll1as1on in Wieabaden. 

b. At least four Japanese diplomatic codes (inelud~ng 
those des1gnatad by ASA trigraphs JAE, JJJ:I and JBA) were 1solved. 
In 1938 and 1939 r.he Agency collaborated 'ri th the C:r-yptanalyt1c 
Section or the Foreign Office (Pers Z 8) in a3~urrent so]ution 
of" daily keys for the Japanese "Red 11 Machine. ., I 

c. .P1•ec1se details on solut1on of U • .s. sys tams are not 
I 

available. The agency had aomprom...tsed coplao ~v: a.t least tvo 
U.S. 3tat0 Deps.rtmant codes, namely 11Bl .. own" and "Al. n. Work 
ua..s also done on the U.S. State Department Strip Ciphers 0-l 
and 0-2, the lead in 0-2 solution being taken by the Foreign 
Office C~ypta.nalytic Sect1on.3~ I 

d. Croatian Enigma traffic va.s 3olved thl>ough eomprom1sed 
ma.chino uri1•i11g!l .39 

35I 45 .P 7; I 160 p 6 

361 31 .P 8 

371 31 .P ll 

38! 89 

39r sa p 3; I 92 p 2 
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e. Little information is available on successes 1n1 
~olution of English systems. Polish, Turkish, Greek and 
µitin American systems ~ere solved extensively. PF1or to 
~943, apprec1o.ble success ~as achieved in the solution of 
[t&l!an diplomatic codes. 

~ 
During the first half or the year 1944 important de-

odes designated as · "VN's" (Verle.essl1che Nachr1ehten} 
otaled 3,000 per month.40 Selected decodes ~ere sent to 
ield Marshal Keitel, Chief of Armed Forces; to Hitler; and 
1 Keitel to General Jodl, Chief of the Armed Forces 

Operations Starr. They ~ere also sent to the Arl'fl'J, Navy 
and Ai~ Force High Corumands,41 and probably to the Signal 
Intelligence Agencies of these eommands.42 In addition, 
approximately 45 special reports ~ere sent each day to 
apecial recipients, such as the Field Economic orrice, the , 
Department or Armed Forces Propsgsnda, the Western Armies 
Branch and Joint Intelligance.~3 · 

After 1944 the Signal Intelligenee Agency or the SupFeme 
Command Armed Forces issued crJ"Ptographic systems tor the 
Army and interserviee communications. One of its most important 
responsibilities by the end of the ~ar ~as the evaluating or 
the cryptographic systems of other serviaea. A file belonging 
to Dr. Eriob Huettenha1n, 1 ts chief' eryptanal;ynt, 1nd1eat·ed 
that cryptog~aph1c studies uere made on cipher teleprinter.s, 
Enigma machines, opec1ally desigo~d Hagel1n maeh1nes, small 
cipher devices and hand systems .. ~'&-

40
DF 9 

41I 4 l 3, p 9 
421 l}.. p 3 
43 

DF 9 p 2 
44 

D 59 

. 
I 

I 
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In connection wttb its security commitments, the Signal~ 
Intelligence Agency or the Supreme Command Armed Forces (OKWi I 
Ctt1) vas responsible for the tvo most serious German erypto­
gr,aphic mistakes of the var: the continued use 1n high level 
German m111tary communications of the plugboard Enigma machine 
a~d the tele~rinter cipher attachment sz 42 in the1r insecure 
forms. OIGl/Ch1 rejected the 1943 proposals of the Army Signal 
Security Agency {IN 7/IV) that the (insecure) SZ 42 be replaced 
by the cipher teleprinter T52d, a secure dev1ce.45 It alao 
rrovned on suggestions that the insecure plugboe.rd Enigma be 
u~ed with pluggable retleetor · Hheels, a change vhieh vould 
have made it secure.4b . 
I Approximately 800 persons vere employed in all duties _J 
I

eept intercept. 
Volume 3 or this Report gives a more detailed account 

·r this &geney. · 

I 8. The German·Foreil)i Office Cl'Zl!tanalztic Sect1on.--
~he German Foreign orr1ce~ad t~o cryptologic sections, tha . 
qryptanslyt1c Section (Personal Z Sondercllenst des Auawae~tigen 
Amtes, abbreviated Pera z S) and the Cryptographic Section 
(Personal Z Ch1ffr1erd1enst des Aus~aertigen Amtes, abbreviated 
re rs z Chi). 
j The Cryptanalytie SeOtion of the Foreign Office (Pera Z s) 
¥&B the senior German cryptanalytic agency. It H&8 organized 
~n 1919 or before. At its greatest strength it employed 
~pproximately 200 persons. Its mission ~as the solution or 
foreign diplomatic eodes and ciphers. The Section had one 
~mall intercept station at Dahlem.~7 ·For the rest ot its inter-
1 pept it vas dependent upon the 51~nal Intelligence Agency of the 
,Supreme Command Armed Forces (OKW'/Ch1), Goering's "Research" 
Bureau (FA) and the German Postoff1ce. 

45059, p 17 
46 . D 59, p 10; see also I 31 
471 22, para 103 
481 22~ ·para 103 
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The Cryptanalytic Section achieved its greatest suocessee 
with diplomatic codes, both one-pa.I>t and tvo-pe.rt, enciphered 
and unenciphered. 

a. F~om 1935 until 1942 it achieved pl'Sotically 100 ~e~ 
eent success in the solution of Italian d1plomat1o codes.49 

b. It ~ead the United States State Department Grey, Brol:m. 
and A-1 Codea.50 It slso succeeded in solving the American. 
Diplomatic Strip Ciphers 0-1 and 0-2, the tormer·1n partial · 
fashion based upon a eompromise.51 . 

c. The Section solved two British Foreign Otf1ae "R" 
Codee and the British Government Telegraph Codes.52 

d. In 1940 success 1n solution or French diplomatic . 
code6 uas estimQted at seventy five per cant.5~ · 

e. A number of major Japanese diplom.e.tio codes vere 'read, 
and there is some ~~idenee that ·St least one majo:r Chinese 
ayatem mis aolved.5 . 

f. The Section alao solved tvo machine ciphers. "'l'.ha 
Jape.nese ~ed i-lnch:lne mis solved in 19.38 and read cUl'rently 
until February., 1939.55 The Seetion eollf:lbo:rated uith the 
Signal Intelligence A~nc7 of the Sup~eme . Command ·Armed Forces 
(010:!/Chi) 1n this solut1onp and it ia not lmotm trhioh age~oy 
deserves credit for the oFiginal solut1on.56 · In 1941{ after 
a part~al solution by Goering'a "Research" Bm-asu (FAJ; the 
S~1ss diplomatic Enigma traffic ~as eolved.57 

Li t·tle info:rme.tion 1e available on the 8aot1on' s achiava­
manta 1n te~ms of intelligence. The d1st~1bution it gave' ita 
deeodea 1s unknoun. The Seot1on's personnel seem to hava' . 
thought Pl .. imarily in tel'ma ot cttyptanalyaia as a science;; 
rather than in terms of ~hat their intelligence contribution 
meant to a success~ul Ge:Mlmll diplomacy.58 The Section seems 
to have been badly neglected by higher Foreign Office 
authorities, both ~1th respect to needed personnel; and ~th 
~ega~d to iuterest in its ~o~k. 

491 22,, pa:ra 25 

SOI 22 

. 5lI 22, para 54; DF 15, p 4, 5; I 89 
52n l6i,Repor·ts 2, 3, 4 
53n 54, p 13 
541 22, para. 176 
551 22, para 19 
561 22,, para •. 19 
570 54, p 18 
58See Vol. VI.· Ch· 5 
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Some of the Section's senior personnel acted in an advisory 
capacity to the Foreign Office Cryptographic section (Pers z 
Chi).59 The latter section was responsible for the p~eparation, 
comp1lat1on,d1str1bution and security of Foreign Office codes 
and ciphers. Fe~ details are available concerning its security 
studies or its personnel. It was presumably responsible for 
the use in German diploma.tic oorrespondence of the code systems 
known as the "Deutsches Sa.tzbuch", the Deutsohes e.i'. i;zbuch 
enciphered by"Flora.dora" (Army Security Agency trigraph OEC), 
and the 11 one-time pa.d"(Army Security Agency tr1graph GEE) ,all \ 
of which were read by Anglo-American cryptanalysta.Volume 6 ~ 
of this paper gives an account or the cryptologic Sections______J 
of the German Foreign Office. ' 

9. Ooeri~'s "Resea.rch 11 Bureau. -- Goering 0s "Research" 
Bureau (Reich~uftfahrtm1n1ster1um Forachungaamt,abbrev1ated 
as FA) was formed in 19}3. According to Goer1ng,,1t supplied 
the nev Nazi government with a signal intelligence organization 
of its own which had "no political axe to grind nor ideology 
to follow~ 60 

In addition to non-military cryptana.lys1s,tlle "Research" 
Bureau had the rollowing functions: 

a. As a Nazi censorship organization in peace-time 1t 
monitored telephone conversations in all large German cities 
at first only in the Reich but later extending into Austria, 
Denmark,and"Oerman" Poland.61. It had access to messages 
sent over all German comm~rc1al teletype and telegraph 
facilities,62 and maintained investigators in all main 
postal censorship offices.63 

b. In var-time it liaised closely in the censorship 
of all communications as directed f 1rst by the Abvehr and 
later by Himmler's Reich Main Security Office. lt is known 
to have served the latter a~ency as a cryptanalytic agency 
for Russian Agent messages.lAs no cryptanalytic organization 
within the Reich Main Security Office is known to TICOM 
it is probable that the"Resea.rch" Bureau filled this 
function). 64 

59 
I 172; I 22 

60 
I 1J~3 

61 
TF 29; T 240 

62 
I 143; IF 15 

63 
IF 132 

64 
' TF 29; T 24.o ,. 
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c. It monitored vorld-v1de radio neus broadcasts, in 
part1cg5ar the British Broadcasting Company (London) broad-
casts. , 

d. It operated six ~ireless intercept stations of ·1ts 
otnl, for intercepting foreign diplomatic and commercial traffic. 
In additlon1 it exchanged copies or wireless intercepts vith 
the Signal Intelligence Agency of the Supreme Command Armad 
Forces (OA"'W/Chi}, the Sign.al Intelligence Agency of the N&VJ' 
High Command (OKM/4 SKL/III), and probably ~1th the Signal 
Intelligence Agency of the Commander 1n Chief German Air 
Force (Chi Stelle OBdL). · 

As can be seen rrom the functions outlined above, the 
"Research" Bureau vas not primarily concerned vith c~tanal7sia. 
No documentary evidence bearing on its cryptanalytic successes 
lfBS found by TICOM. Based upon secondary evidence and · 
scattered TICOM interrogations, the bureau's chier cryptanalytic 
ach1evemants seem to have been as follovs: ' 

a. In 1941 the agency collaborated v1th the Cryptanalytic 
Section of the German Foreign Office (Pers Z S) in solving the 
8v1es Enigme..06 Personnel rrom the Bureau claimed to have 
broken Finnish (or Svedish) Hagel1n trafric.67 '. 

b. According to neuspapar reports~ 1938 decodes ot French 
traffic revealed that. lacking English support~ the French 
Government did not intend to oppose the Austrian Anschluas 
't:fith force.68 

c. In 19.38, during the Munich Conrel"ence, the "Reseal'ch" 
Bureau is said to have solved the British system t!hich carried 
Chamberlain's messages to London. Hitler once delayed a con­
~erence ~1th Chamberlain for seve~al hours in order to get such 
de'code s • 69 

. d. Solution of Russian internal wireless messages revealed 
bottlenecks in the Russian military supply system. The dates 
of this solution are unknol:m.70 

65IP 132. 
66r 25; I 54; D 54 Report 8 
67r 25 P 6 
68IF 188 
69IF 1)2 
701 25 
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The "Research" Bureau circulated its intelligence :in 
the following forms.: 

a. Decode bulletins were sent regularly to Hi Ueri, 
Goering, Field Marshal Keitel and General Joell of the Supreme 
Command AI'ID.ed Forces ( OKW), Foreign Minister Ribbentrop:, 
and A<lmira.l Doenitz of tho Navy High Command. , 

b. Individual item3 of current interest, colleote~ 
items on single subjec:, and consolidated speo1a.1 re9or~s 
~ere sent to 1ntereBted ministries. ; 

c. Spacial ·i inison of.ficers were assigned to the Foreign 
Office, the Supreme Command of the Armed Forces, the Reich 
Security Office, the Economic Ministry and Ministry for 1 

.. 'Wal' 
Production, and the Propaganda Min1stry.7l· . 

Goering's "Research" Bureau had over 2,000 personn~l. 
Less than one per cent of these vere apprehended by TIC£]9M. for 
interrogation. . . : 

Volume 7 of this report is a detailed account or this 
agency. : 

I 
10. Collaboration between German Sl_gnal Intelligence 

Agencies in Crf,itog_ra.;phic" Mattera----It seems prooable- that, 
prior to 1943, there was aome so!'t of collaboration between 
the various branches of the German Armed Foroe3 in crypto- 0 
gra~hic matters. The widespread usage or the Enigma machine, 
the universality of the teleprinter systems used. the alloca­
tion of' similiar hand cipher systems to army, air .force •:and 
police units, all point either to an excellent cooperation 
in the cryptographic field, or to the existence of some: 
shadowy 1nterserv1ce agency or higher authority ~hose r~­
sponsibillty it was to study. teat and recommend the inrro- '.:c 
duction of such devices and systems. There is no reference in 
the TICOM II!a.terial to suuh an agency, other than a pass~ng 194~~ 
?'eference to "the bi~ executive committee," a group which ap- c 
parently had some responsibility for cryptographic changes and 0 

im~~ovements in a cipher type teleprinter.72 From the ~eadings 

71IF 135 
72D 59 1 p 6 

22 ... 



DOCID : 3560861 

on various memos belonging to Dr. Huettenha1n (ch1ef crypt­
analyst for the Signal Intelligence Agency of the Supreme! 
Command A:rmed Forces (OKW/Chi~J, it could be assumed that the 
Chief Armed Forces Signal Communications Group (OKW/Chef ~g 
WNV) acted as a senio~ military cryptographic authority, ; 
app~oving or disapproving the introduction of various systems~ 
and using the fac!litles of the Signal Intelligence Agency of 
the Supreme Command A.l"med Forces (O.Kll/Ch.1.} and the army agencies 
(Inspectorate 7/VI (In 7/vI) and the Al"my Ordnance Development 
and Testing Group Signal Branch (wa Pruef 7)) as its staff or 
advisory agencies.73 ! 

An order from Fi~ld Marshal Keitel, Chief of Staff of the 
Supreme Command Armed Forces (OKW), dated October 1943, ~de. 
the introduction or nev ciphers for branches of the Armed: Forces· 
conti ngent upon the agreement or th3 Supreme Command Arme~ 
Forces (OKW)~ and probably upon the agreemant ot the Signal 
Intelligene~ Agency ot the Supreme Command Al'med Foi-ees · 
(OKW/Chi) . 74 

In 1944 General Praun, vho vas both Chief Signal Of'fieer 
of the Supreme Command Armed Forces {oKV/w_FSt/Chef' w:NV) and 
the Chief Signal Officer or the Army ( OKH/Che:f Hmf), made ; 
the Signal Intelligence Agency or the Supreme Command Armed 
Forces (OKW/Chi·) a central elesring house for all German j 
c1pher ·development and security scrutiny ~ork. This ~as easily 
done vith re~er~nee to the A1-my. On September 5, 1944, General 
Praun signed an order directing that the cryptographic develop­
ment and testing functions or the Army be turned over to ~be 
Signal Intelligence Agency of the Supreme Command Armed Forces 

(OKW/Chi). Personnel from the Army Security Agency (In 7/:pi), 

73u ]~various letters and memos. From the headi~s of crn>to­
graph!c manuals, it could be assumed that Ag 'WNV/Fu I, as 
issuing authority, ~aa responsible until 1944, vhen OKW/Chi 
apparently replaced it. See OKM/Ag Wl'lV/Fu I "Schluesse~an­
le1tun~ zum RS 44" dated March 271: 1941~ a.nd OK'lf/Chet WF~t/ 
Ag WNV/Chi "Rastei-ersatzverf'ahren' of Dec . 7, 1944, 'l'P 31 
and TF 32 respectively. · 

74iJ 68, p 11; D 57 p 14 
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including Technician Dl". Frioka, and the personnel of In­
spectorate 7/VI (In 7/V!.) uho l!eFe engaged in 017Ptographic 
~ork, vere transfar~ed into the 51~1 Intelligence Agency 
of the Supreme Command Armsd Porces ( Ollf /Chi) • 75 'l'hai'aa.f tar, 
vh1le the actual production of keys mis le:tt as an Army ·re­
spona1b111ty, the 51~1 Intelligence Agency of the Supreme 
Command Armad Forces (Olllf/Cbi) devised the oiphQr systems and 
provided the material for Arrrry key product1on.7b · 

~1th the ma,,,. and the Air Force the picture 'l18s aomevhat 
different. The7 't:Tere permitted to continue their cryptographic 
development ~ork, and retained tha right to sa7 ~hiob of thsir 
systems "l1BS to be used in ~hat place-·so long aa the Siggal 
Intelligence Agency o~ the Supreme Command Armed Porcea toxw/ 
Chi) conotll'Ted from a security standpoint in the or1g1Zllll 
introduction of the systems. As Admiral Krause of the S~l 
Intelligence ~encl' of the Naval High Command (O!M/4 SXL/III) 
pointed out, "OKl1/Ch1 recommendations could only ls7 dotm: the 
(securit7) limits ~!thin which it vas possible to usa a · 
system." The responsibility tor vhether and vhere a mavy, 
system ~as to be used lay vith the Navy.77 · 

aith regard to ciphers used b7 the Waffen SS~ tha Signal 
Intelligence Agene7 of the Suprema Command Armed Forces (Oltl:!/ 
Chi) had consultative povers onl7. While General Gimmle~~ 
successor to General Praun as Chief Signal OffieeF, publicl7 
characteri~ed the cooperation betveen the tvo services as 
"pertect:7 Col Mettig, chief of the cryptographic division 
in OKW/Chi, indicated that an effective supervision uas never 
int~oduced.79 
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The preeminence of the Signal Intelligence Agency of ,the 
Supreme Command Armed Forces (OKW/Chi) in cryptographic · 
matters and security vas apparently off~~c~~~Y vith the· 
military services. In his speech of Dcee _er , 1944, 
Gene:ral Gimmler pointed out that primacy in the ci v111an .. 
field was dependent upon voluntary concurrence f~om the ·

1 

agencies affected. He could only plead that "OKW l'!as pre-
pared to take the lead in this matter, providing that the1' 
Party and State concur:red" and ~equested that "·the Party and 
Reichs authorities" cooperate.BO Goeringa! "Research" Bureau 
(FA) developed its Olfll codes and ~1phers, although the 

1 

Bureau did use cipher teleprinters adopted by the m111t&rJ 
scrvicea.82 Evidence is available that in 1945 adm1n1etret1va 
hand ciph~rs {Behoerdenhandschluessel) uere issu~d to Senior 
Specialist ~enzel of .the "Research" Bu:reau CFA).83 A similiar 
situation prevailed ~1th the German Foreign O~fiee. The Signal 
Intelligence Agency of the Supreme Command Armed Forces {OlUl/Chi) 
\:fas never allou-~d to knov the details of' the eiphers usaci,!'by the 
Foreign 0ffice.ti4 The Foreign Office, ho~ever, did use cipher 
teleprinters and Enigma ~~chines.85 

,. 

11. Collaboration betvean German Sisnal Intell1Benee 
Agencies 1n U~tanalytlc MStfers.-- lfii9 collaboration bat~een 
Agencies In cryptanalytic matters varied. In general relation· 
ship betYeen.Goerlng's "Research" Bureau (FA) and the Signal 
Intelligence Agency of the Supreme Command Armed Forces (OKW/Chi) 
~ere not overly cordial. The Signal Intelligence Agency of the 
Naval High Command (OKM/4 SKL/III) maintained a traditional 

BoD 68 p 14 

.. 811F 132 
821 25, page 9 
S3T 240 
841 31, pag~ 15 
85r 22, para 115 
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~avy reserve in dealing ~1th other agencies. Thare ~as no h1gh­
flevel sign.al intelligence coordination, and the~e was fraquent 
pverlapp1ng and duplication of effort bet~een the agencies , 
~ealing ~1th diplomatic cryptanalysis. But, ffith the exceptions 
noted above, ther>e seems to have been as much liaison and as 
~uch cooparat1on aa v~re necessary. This '48.s especially true 
in the case of the military field organizations, the Army Signal 
Intelligence Regiments ("KONAs") and their Air Force equivalents, 
tha Air .51g.nal Regiments ( LN Rgts). . 

I 
a. Relationshi~s bet~een Foreign. Ofrice C~tanal~tic 

Section, Goel"ing 1 a " esearch'r Bu:rea~ and the si:rY Yilerligenoe 
1A enc of the Su reme Command Armed oroea. -- T cryptanalytic 
Sect on o t oreign ~f ce ere· enjoyed reasonably 
good ~orki~ relationships ~1th both Goering's "Research" . 
Bureau (FA) and the Sign.al Intelligence Agency of the Suprama 
Command Armed Forces (OKW'/Chi). As stated, hovever~ the r~­
lat1onah1pe betveen the latter t"H"o agencies do not appear to have 
been cordial. 

1 

The Foreign Office (Pers Z s) received the bulk of its 
intercept from Goering's "Researah" Bureau {FA) and the Signal 
Intell;gence Agency of the Supreme Command Armed Forces (OX\1/ 
Chi).f.J It l"eceived numerous compromised codebooks and keys 
from both agenciea.87 Cooperative attacks on difficult 
problems ~ere not uncommon. In the case of an unspecified · 
U. 5. 8t~1p System, the Signal Intelligence Agency of the 
Supreme Command Armed Forces (OKW/Ch1) vorked on the po1nt-to­
po1nt traffic, vhile the Foreign orrice (Pers Z 5) worked on 
the circular traff1c,88 "H"ith a complete exchange of result,&. 
In the case of the Japanese Red machine_. the Foreign Office 
(Pers Z S) attempted to solve messages sent on even days, ~hile 
the 81gna1 Intelligence Agency of the Suprema Command Arme~ 
Forces (OKW'/Ch1) attempted to solve meseages·aent on odd days; 
a "practical arrangement" reached also bet"H"een the u. s. Army 
and the U. s. Navy prior to the Pearl Harbor disaster. R~sults 

86 
I 22. para 103 

87T2038; Dl6. pages ,, 5; DF 15, pages 4, 5 
88

1 3:b., page 10 
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~ere exchanged.89 Goering's "Research" Bureau (FA) and the 
Foreign Office Cryptanalytic Section {Pera Z S) cooperated 
on the solution of' the Sviss EnigmEL 90 Exchange or code group 
1dent1f1cations, ·additives and enc1phe~ing keys between these 
t~o agencies we~e ~reguent, especially on English, Italian 
and Va t!cBn sys t~ms. 91 Personnel wel'1e exchanged betveen '.the 
Foreign Orfice Cryptanalytic Sectlon {Pera Z S} and the Signal 
Intelligence Agency of the Supreme Command Armed Forces ( 101W/ 
Chi}. 92 .' 

Goeringts ttResearch" Bureau (FA) ~as form&d by a small 
group of oryptanalysts uho left the Ciphe:r De-partment of' :·tbA 
Reich DerenstJ M1n1st:r:y (Re1ehswehrmtn1ster1um), the pre- · 
decessor agency of the S1&nal Intelligence Agency of the Suprame 
Command Armad Forces (OK\f/Chi). This defe~tion may aaeount for 
tha bad feeling bet~een the two agencies.9' There are no kno~n 
examples of dir~ct cryptanalytic exchanges bet~een the t~o . 
agencies~ nor were there subsequent exchanges of personnel. . 

.Qoerin.gts "Research" Bureau (FA) uas not givian access to . the 
special cPyptanalytic machinery developed by the Sig.pal Intelli­
gence Agency of the Supreme Armed Forces (OXW/Chi),9~ although 
this mach1ne~y was ma.de available to othe~ sgeno1ea. Relation­
ships could probably have been improved had not Goering's 
"Resee.rch" Bureau (.PA) sought to take over the Signal Intelli­
gence Agency of the Supreme Command Ar-med Forces (OIGl/Ch1)~95 

891 31, para 53 
90n 54 :1 page 18 

I 

I 91n16. pages 1, 2; I 172, paras. 11, 13, 14; T2252, various 
I 

r&port! 
92r 22, paras. 20, 84 

931 21, p l; I 131, p 3 
94D.F 9 p 3 
95

1 131; p 3; I 78 p 4 
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Wlth rerer.-nce to the exchtJ.nge or tratrie.11 however, 
collaboration was apparently complete. It is knovn tb&t in 
P.&rl7 19~4 approximately one thi~d or the intercept reoeived 
by the Signal Intell1$ence Agency of the S~reme Command 
Arrr.ed Forces (OKW/Ch1J came rro1D Goering's Research" Bureau 
(FA).96 The latter always reoelv~d copies or all the trarr1c 
1.ntereepted by Signal lntel11~ence Agency of the Supreme 
Command Armed Forces (OKW/Ch1J st4t1ons.97 

b. Mil tar A en Relat1onsh1 s-- exch t tana 
lytic informs. on.-- o a oration e ween t e gna 
lntell!gence agencies (OKH/GdNA and 1ts pl'edeeeaeors.11 In 7/VI 
and Ht..~ O ~ ;, ) and the Signsl In telU.gence Agener of' the Supreme 
Command Armed J.?orces (0A1fjCb1) was excellent. The Ch!et Signal 
Offic~r or the f1upz·etrte Coremsn\t .A1•med Forces (OXW/Chef' WNV} vas 
~leo the Chie~ 51gn~l 0ff1cer ot the Army (OKH/Cher BMf}98 
Howeve~.11 since the Sup~elDE" Command agency 1 a eot:JD11.tment vaa 
r:U plon-.atio a.ud tu1li ta1~y atte.che t?'s.f:r1c.io no broad baaia ror 
c~JPt&.nalytic lia:tson existed. 

'he Arm7 and Air Forco 81gnal Intelligence Agenc1ea 
maintained ~ermsnent 11ataon on El~lish Naval and Air a7stemn 
(SYXO.a M209J.99 In 1943 the Arrir$ Agency (OXH/In 7/vl.) had 
discovered how to reoove~ t~ue M-209 settings trom relative 
eett1nga, and the7 had passed the technique on to the B&VJ" and 
Air Force agenc!ea.100 According to Senior 3pee1al1st ~anov 
ot the Naval Agency, hovever~ the Ar·my-Navy eooperat1on was 
g1ven u~ in early 1944 si..aoe "no results ot value vel'e ob- · 
ta1ne~. 101 In 1943 the 5i~l Intelligence Agency ot the 
SupretrJe Command Armed Forces ( OKW /Chi), the C17Jltan1J.l7t1c 
Section ot the German Foreign Office (Pers Z S), and tba Signal 
Intelligenoe Agency of the Command.e~ in Chief German Air Porcea 
(Chi-Stelle OBdL) collaborated on solution ot an un1dent1t'1ed 
US st~ip syatem.102 

96op 9, p 3 
971 85 , p 3 
98IP 108 
991 93, p 3, 4 
1001 144, p 2 
1011 93.11 p 3 
to2D6o.11 P 5 
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The Arm~-Navy- Air Force field collaboration was uauallJ 
excellent.10' It embraced on occasion exchange or personnel 
and equipment, a aomplAte exchange of reports and a close 
or7pt&nalyt1c liaison on operative syatems.104 Ea1tern ti-ont 
reports shov a deta11Ad O'Pf'r&t1·)nal collaborat1on betveen 
Air Poree Signal Regiment }5' (LN Regt 353), the ArTJJJ' Signal 
Intelligence Regiment 1, (KONA l}, and the Naval units dealing 
v1th Russian Black Sea Fleet tra!'tic.105 Army Signal Intelli­
gence Regimf!nt 5 (XONA 5) worked closely vith the Air Poroe 
Signal Intelligence o~gan1zat1ons in the Weat (at Par1a and 
'.NoisJ).106 

· During the pe~1od 1940-19~2 the Signal Intelligence 
Agenclea ot the Navy (OKM/4 SKL III) and the Air Foi-cea (Chi­
Stelle OBdL), and the Signal Intelligence Agency o~ the Sup­
reme Command Ar-med Forces (OKW'/Chi}, and also Goering'• 
"Reseerchn Bureau (FA), all collaborated on solution or the 
Engliah Interdepartmental Cipher.107 There vas "Research" 
Bureau (FA)-Naval (OKM/4 SKL/III) cooperation on the solution 
or the British Goyernment Telegraph Code (South A.fr1.cal and 
Bentley's Code.lOH The Army Agency, Inspectorate 7/VI. In 7/ 
VI} actuallJ worked on Turkish diplomatic tr&rric, b7 agree­
ment vith Goering's "Reaenzech" Bureaul0'9 and had Azrt1f7 Signal 
Intelligence Reg1mP-nt 4 (KONA 4) intercept this trarr1c tor 
them. 'l'bia vork probabl7 duplicated efforts or the S1gn&l 
Intelligence Agency of the Supre~e ComTand Armed Forcea (0~/ 
Chi) hOVt!Ver . 

103
1 26,, p 2 

104us M-94, M-209, 811dex, RUBaian codes, etc. 
1051 130, p 15 
1061 ll3, p 8 
l07I 93, p 4; I 147,, p 11,, 12 
1081 93, p 3 
l09IP 126,, p 8 
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c. Military Agencz Relationahi_ps--exchae!e or personnel.-­
ln 1942 Pror. Novop.e.aoneriJii ot tne Signal Irite llgenoe AgeiiCy 
of the Supreme Command Armed Foroes (OKW/Ch1) and a group ot his 
cryptanal1sts were tx-aneferrcd to Intei-cept Control St&t1on 
East (HL5), one of the predecessors or the Signal Intelligence 
Agoncy of tha Army High Command (O.KH/GcUU\) for vork on the 
main Ruasian army .fivc-r1gure code.llO At one time the 
Naval commander in the Aegean a:rea plaoed his radar intercept 
personnel and eQu1.pment under the command of' Air 5.lgnal 
n~giment (l.N Rgt} 352. 111 On one occasion personnel trom A1r 
Signal Regiment (LN Rgt) 353 vent aboard the cru1aer "Prim; 
Eugen" to monJ. tol' tra:r.r io :rrom t:.r.a Air Arm of the Ruasian 
Baltic Fleet.112 In the apring or 1942 the Signal Intelligence 
Ageno1 ot the Naval Righ Coill!ll8n.d (OKM/4 SKL llI) exchanged 
peraonnAl with the Army and Air Force in order to G~t trained 
Jiollerith operators.11; In 19'9 Dr. Huettenh&in of' the Signal 
Intelligence Agency ot the Supreme Command Armed Poroea 
lOKW/Ch1) vas detailed tv

1
4he Arnrr agency to work on solution or 

Fl'ench military systems.- · 
d. Mil1t ne Re1Bt1onoh1ps--Cooperat1on with ~esard 

to IBM a a 1 io Miioh1nefx.-- lffie urq Mgnal Sttcurity 
Agency nsJ]a t on V abbreVlatea. In 7 lIV) pioneered in the 
use of IBM (Hollerith) equipment. Its 1nstallat1ona were set 
up in the winter o~ 1939 e..nd 19406 and later ti-anaterred to 
ArrJl.T Inspectorate 7/VI (In 7/vI),one of the pi-edecesaors or tbe 
Signal Intelllganne Ageno-y or the ~ High Command ( OXH/GdlfA). ll 

t1S 
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In March, 1942, rep~P.sente.tivea or Goering's "Research" 
Bureau (FA), and of the Signal Intelligence ~nc1es or the 
Commander 1n Chief ~ Foraes {Chi Stelle OBciL) and the nav,­
H1gh Command {OIM/4 SXL/IIl) visited the Army installations 
and obtained valuable tntormation aa to the posa1b111t1es of 
IBM in aryptanalysis.116 The 31~1 Intelligence Agency o~ 
the Supreme Command Arwmed Foi-ces ( OXW /Chi) navel" owned 1 ta 
ovn Hollerith m!leh!nery and used the Army 1nstallat1ona.ll7 

In 1944 the Signal Intelligence Agency or the suereme 
Command Armed l'oreae ( OKW/Ch1) developed a number of decoding 
devices:' some ot vhiah. vere handed over to the ArrIJJ~ N&VJ 
and Foreign Office agencies.118 The D1gt-&ph Weight Recorder 
{B1grammsuohgeraet) vas made available to the German Weather 
Service (WENlf~B).119 

e. M1litaz:y Agency Relat1onsh1~s--~oo~rat1on v1th 
regard to interce2tion.-- GOering'sReaeSl'C:" tiureau (Pl) 
occasionally turnisfiea the a1gnal Intelligence Agency or the 
Commander in Chief or the Air Force (Oh! Stelle, OBdL) with 
trar.ric.120 The amount or this traffic is not known. Goer1ng'a 
"Researoh" Bureau (FA) aloo passed eome intercepted oommera1al 
traffic or naval interest to the Signal Intelligence Agency 
ot the Naval High Comme.nd ( OKM/L, SKL/III) .121 The German 
Navy passed its weathe~ inter~ept to the Ai~ Force, vho bad 
some 1ntv~~erv1ce reaponsibi~ty for the solution or weather 
trarr1e.l On operational rronts, vb.en army sea.rob receivers 
f'ound air force f'requen·· 1es, 1.nf"orma t1on ooncerni.ng theee 
t'requenc1ea vas i~tmlied to the appropriate air rorce f'1eld 
intercept units. ,- The Signal Inte~ligence Agency or the 
Supreme Command Armed Forces (OXW/Ch1J oonuolled a n&T&l 
direction finding station in Spain.124-

1161 146, p 17 
1171 67, p 2,. 3 
118i,p 9. p 3 
ll91 31,. p 4 
1201 29, p J 
1211 9,. p 12. 18 
1221 9,. p 4 
123z 130, p 15 
1241 96. p 7 
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f. Coo ration between M111 ta and C1\·111an encies 
on solution o gents• systa.!!!,!_:.-- r e extensive Germane ort 
against agent-partisan systems warrants sep&J'ate discussion. 
Thia erto.rt vas shared by at least t~ee organizations, and 
perh&?S a foUl'th. The organizations were: the Signal Intelli· 
genoe Agency ot the Supreme Command Armed Fo~cee (OXW/Ch1)~ 
Arm1 Inspectorate 7/VI (OKH/In 7/VI)$ perhaps Goering'• 
"Rese&J'ch" Bureau (FA),, and a st:18.ll organization which did 
little or no cryptanalya1a, the Rad.lo Defense Corps ot the 
Supremet Command Ar111ed Forces (OKW/WlfV/FU III). The relation­
ship between theee agencies illustrates collaboration in both 
intercept and C!'yl>t&nalya1a, and an allocation or primar7 
responsibility vhieh varied from problem to problem. 

At the beginning or the var, i-espona1b1l1t7 tor monitoring 
clandestine tranam1ss1ona in German7 and the occu;:>i~d terr1-
to~ies vas borne by the Ra<Uo Defense Corps (OXW/Wlf'//FU III}.125 
In the spring or 1942 the Radio Defense Corps pressed tor the 
establishment or its ovn Cl'J'Ptanal1tic section. Reither the 
A~mJ nor the Supreme Command signal intelligence agencies vere 
anxious to aee the establishment ot a nev C17Ptanal7tic aganc1 
to:r agent tra1't1c. Aocord1nglyJ a eection tor ol'J'J)tanal1a1a 
on agent tranam1ationa vas estaol1shed 1n the ArfllJ° InapectOJ1ate 
7 /VI (In 7 /VI) .120 Thi a section vaa knovn (tram 1 ta ohiet) 
as "Reterat Vauak". 

Originally located in Berlin, Reterat Vauck moved in the 
tall ot 194} vith the Radio Defense Corps (FU III) to Dorr 
Zinn&, near Juete:rbo~. It vaa transferred in the tall ot 19"4 
tram Inspectorate 7/VI (In 7/VI) to the newly tol'Dled Signal 
Intelligence Agency ot the Army Bigh Command (OXB/GdlU.) and 
vaa tranaterred again in early 1945 to the S1SDB:l Intelligence 
AgencJ' ot the Supreme Command Armed Forces (Orri/Cb.1/0r. IV). 
Both these latter changes ve:re administrative onl71 since ·the 
section remained v1th the Rad.lo Detenae Corpa at Jueterbog.127 

1251 115, p 2 
1261 115, para 15 
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. Retara. t Yauck did not enj 01 a :nonopoly on a.gent crypt-
analys1~. Mos·t ot its and the Radio Def"ense Corps' (PU III) 
etto:a:-t ves concentrated on western agent networks (France, 
Belgium). In the eastern Bnd Balknn theaters, othar agencies 
handled the bulk or agent intercept and cryptanalysis, as 
.tollm.ra: 
. (1) Russian Partisan Trattic-- The work done by Reterat 
Vauck on this problem covared only the period mid-1942 to 1 

m1d~l943. Its work was then taken over by a section under 
Lt. Schubert ot Army ~ignal Intelligence Regiment (KOIA) 6 ~128 
Schubert Yas ultimately tranaferred to the Signal Intelligence 
Agenc:.v ot the Army High Command ( OKH/OdNA), where he took · 
_over 11ea3te:sn" cryptanalysis on t.he L~-p&1tiaan netvorks.129 
· (2) Yugoslav szetama-- Most ot the interception and : 
;cryptanalys !s on Yugoslav-" systems V::Ls done, not by the 8adio 
Defense Corps (FU III), but bf a Sfecial detacbment ot ~"111J 
81.gna.l Intelligence Regiment (XONAJ 4, stationed in Belgrade.l~ 
·cr7ptana.lytic vork on tlle more dti".f"icul t Balkan systems wae 
done in Berlin by Balkan Sention (Reterat Bs.ilovic) ot ~mJ 
Inspectorate 7/VI (In 7/vI),

1
vho thus complemented the , 

act1v1t1ea or Reterat Vauck. ~r · 
(3) Polish Resistance Movement Systems-- In 194' Ret~rat 

Vauck solved the prlnc!Pi! system used~y tfie Polish Government 
in Exile (London) tor communication with the Polish Res1atlµlce 
Movement {Warsav). So important was this tra:f.fic that, 1n the 
tall or 1943, eight members or Vauck•s Section were transt~rred 
to the Polish Section in the 51Sn.8:1 Intelligence Agenc1 ot the 
Su9reme C,ommand Armed Forces (OKW/Ch11 Gr. V). The 1nterc~pt 
work done by the R~dio De.tense Corps \PU III) vas augmented 
.by tho Signal Intell1e:enoe Agency ot the Supreme ~.ommand . 
·Armed Forces· (OXW/Ch1) intercept station at Laut, ~~ and ; 
:I.B.M. as ·3ist:•.noe was given by Army Inspectorate 7/VI (In r/VI). 
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