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19. (Continued)

S

COVEMNAi ES IH DIPIDMATIC 4 AFFIC -

S

1. Limitations cf the report.

Any rapcrt m~de at this time on the contents of traffic encrypted by the
systen tt necessarily be fragmentary and subject to correction
in detail. In tho messages that are in any degree readable, there are large
gaps in soluti"on of the cipher key (additive), and in the code book only about
15 per cent of tho eguivalences are Identified, omonytenaiel.Bt
these dificiencies are constantly being ameli orated, with the result th
such reports a this vill be outdated very rapidly until a much higher degree of
recovery has seen reached.

2. Collateral; information.

ne collat-3al information given about the covernames is both scanty andtentative, for reasons imlied in paragraph 1. The most reliable data related
to the name azza the date and place of origin of the messages containing them.
Since most cf the readable traffic originated in Niew York, it vill be necessary
to indicato t33 origin ony in the case of Washington, daNr67 and Stockholm
messages. All the messags ueed are. directed to Moscow.

3. Use of covernames.

It is k=ran from the Report of the Royal Commission /in Canada/ appointed
under Order im Council P. C. 4ll of February 5, 1,946 (report dated June 2'[,
1946) that esecies o? the Uaion of Soviet Socialist Republics engaged in
conspiratorial activities ers accustomed, for reasons of security, to refer
to persons that are furthering these activities by covernames, and in particu-
lar that this is dcns in encrypted messages sent between diplomatic installations
and Moscowi.

b. Coverne--3 In 
"

The t-affic encrypted by the systemOMM ontains many covernamms,which are definitely proved to be such by two circumstances, (1) that many of
them are so designated in messages (given as a supplement hereato) that describe
themselves as dealing with changes in covernames (ffLICEKI) ad (2). that man~y
of them are contained In the formula: "A (henceforth B)", in which A is
evidently the real name of the old covername and B the (new) covername.
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* 19. (Continued)

- The classic ezmmple for the "henceforth" fornula to in a message of
23 August 194, New York-Moscow, internal address SEMION. There occurs the

- expression "M1,. LIGA Vitally Senionovich (henceforth "EM")." The next sentence
starts with "&Ise". Nov, Vitaliy Semionovich Mamluiga (usual transliteration:

- ~Vitalii Semeno-vich Mamlyga) Is the name of a person known to have been with
the Soviet Purchasing Comission. Afte~r giving his name in full, the originator

- ~of the ressage Save hin a coverame and imediately proceeded to use it. (EM
is not kaosn ct.<tside this message, the rest of which is not yet readable; but

" seg section 1,.) In this case, vhsre perhaps the need for security was not
great, the cernmo seems to be the name of the initial letter of MA.MLUIGA--M.

" This circumstance meat not, hoawcver, lead us to employ the temn "coverna"
for initials used for the sake of brevity, the e-pansion of which is always
evident from odler passages in the message concemaed. (Covernames themselves

. can be so abbre6viatoi. )

- ~5. Reliabilli,7of "radings".

- In the follvii g it- must be borne in mind that some of the cc er-.ames are
expressed by o--nle code groups not yct fcund in other contexts and othars

- contain gro-upe not yet fori in othar contexts. When any form has been assumed
for tho equiv alen-. of auch a group, it i:s here generally followed by a question
mark. The fcons assumed are based (1) an calculations made possible by tho fact
thatsuses a one-part code and that complete one-part codes oT the same

- ~longth are avai!lable (this proceas of comparison and calculation has yielded
many valuea that wo-_ later verified) and (2) on the analogy of verified cover-
names. As maatIad belewv, the covernames fall In part Into "families".

6. Families of co-erroms.

- ~It has become evident that many of the covernames can be put into cate-
gories on the bais of somaesimilarity between them. In the Report of the

- Royal CommIesian we find the alliterating family BACK, BACON, BAIEAU, BAGIET
(all members of the Group "Research"; cf. p. 729). We find a Promotheus that

- seems to belong to a "mythology" family, examples of which in traffic
are Jupiter and Cers. in Now York message '{98 appended below, we find Erie
immediately followed by Euron (in facty Erie gave the clue forlthe Identi-
fication of HEmro). There is a family ofn~ancient Phoenician cities: Carthage,

-
Tire, and Sidon.

- TShe arrangemens; of the material from this point will be based on such
categories. First, covernames apparently for persons will be listed: Addresses,
signatures, specifically Bussian Christian namea, Christian names not specifi-

- eally Russian, relationships and conditions of age, station and calling,
mythological n-ms, names of animals, names of plants, and miscellanous.

Then cover names apparently for placea and institutions will be listed: Ancient
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places, georaphical features, and miscellaneous. Names occurring only in
the special covernume ressages are sometimes not listed except in the text of 5
of those messages thencelves (see supplement).

7. Addresses. "

She addresses and signatures seem to be covernames. The constant address
of Canberra and Stockholm messages and the address of by far the greater part
of the kw York messages is expressed by a group falling in the book just before
the group for VIL and five places after the group for VIZ,a (visa). All . .
probabilities favor the value VIEEOR(ae an address, it is to be read in the
dative case: ViRU, to Victor).. The only other occurrence of the group is
in the spelling VIRII (in which, unfortunately, II can be secured only by
assuming a cne-digit garble) in the expression '6f Victoria and Nov South Wales."

low Yrk mescages show at least three other addresses: 8 OTEIDU (to the
Eighth Divisicn of Lepartxsnt) and SEMONU (to Simeon or Simon), both confirmed
from other unes, and a group falling two places after P-ER, hence perhaps
PIOTR (Fetor or °E0V or the like.

- se fra.vency of VIXCRU in the latest index is 24 for Canberra, 31 for 5
Stockholm, nd for Nev York 26. New York four times follows this by 8
OTDLU (vitA a separating dash or period), Canberra 5 times with a period
between and once vithout--once Canberra has simply VIflVRU 8. New York also
has ViOM^U, SMICZNU twice, VI=LoRU, DORIS(?)OVU once, and once VIETORU OT 5KOMISSARI(?)AT(A?) (to Victor from the Commissari(?)at(??). Canberra
has one VETRU SE!ONU.

SEMTU occurs 22 times as an address from New York (twice after VIKTORU), 5once from Cenberra (after VIUTORU). All occurrences are after 19 July 1944.

8 oTDEL- occurs -22 times, 11 of these after VIMTORU (with or without s
separating period or dash). One Canberra message begins "To Victor. In reply Sto your telegram No. 2383. 8 OTDL(U)."

"PZTROVU", or whatever it is, is an address at least 7 times, all from
New York, from MAy to August 1944. (The group occurs in 4 other passages,
twice preceded by ToAIsHCN, "Comrade"; once in a Canberra message. Note
that in all indications of frequency, unless otherwise stated, anti-garble
repetitions have been eliminated.)

30RIS(?)OV occurs Once in the phrase VIETORU, BORIS(?)OVU" from S
New York, 17 August 194.
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19. (Continued)

S

8. Signatures.

S The constent Canberra signature is a group that has been

tentatively engged WIM (Joachim). Only one case of a Washington

5 signature (Y) is knoun, a group presunably in the range of VAT to

VAX. It could be something like VAVIIY or even VAKE (Bacchus).

5 No Stockholm signaturs are known.

5 The most frerusnt rew York signature is MAY, with an overall

frequency of 16, only a handful of which occurrences are not

5 signatures. Cceasionally, to distinguish his own remarks from a

document he i.s transmitting, Z"gY will use the expression "PRIMECANI1E

AW" (May'e note), thus confirming that NAY is a signature and that the

value of the aignature group is FAY (for MAYA is a different group and

certainly neas "of May" in dates).

Anocher sigatur, in about the range for AMTON (Anthony), occurs

S 10 times (Yes York).. Once (22 December 1944) the form is "ANTON (2)

and VAK" (tA is possibly a garble for MAY). All occurrences are

from October 194 to Janary 1945. The name also occurs in the text

8 times (,iiw York, My-December 19 44 ). in a message of 23 August 1944,

AMN (2) is associated- with SRY (7) and AXIM,. apparently in connection

with sout'nestern factories and. plants.

A signatre In the right range for BORIS occurs at least twice

5 as a Bev York signature, on 23 October and 31 December 1944 .

SSii;B7z (?) (Eergius): There are 2 candidates for this value.

One occur3 E Septembar 1944 anz 11 January 1945; the other occurs

* 17 times, :. Mg 1944 - 15 January 1945. The second one is associated

with AMOTI () anC AIM (see esction 8) .

AT-zim (Aleie): occurs 5 times, 9 May - 14 December i 944.
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* 19. (Continued)

celebrated falins, his names kept vanishing. Shortly after my labor

- editorhip bagn, he suddenly converted himself into "Comrade Peters"

and then into "Comrade Steve" and then, after a long time, back to

5 "Comrade Roberts'. It kept one busy trying to keep up with these trans-

formations.

Before the publication of Budent's book, certain groups bad tentatively

S been identified as equivalent to ICEAD, ROBERT, and the like. That such

names occur in the code book has been amply verified, e.g. by the message of

5 2 December 1944, listing nuclear physicists and matemsticians. To serve as

surnames in daily colloquy, some of these names would have to take on an S.

- The group that seems to stand for BERT (it follows next after RO)

5 occurs 37 times.. Jim urp fr IICEARD (2 places beyond BIT) occurs 6 times

(plus once in EICEAEDT PAID). loth are restricted to New York messages.

5 RICEARD is the ne covorname given in September 1944 to someone whose

previous (cover?) name seems to have begun with LO (see message 70 appended

5 beloi). A ROEERT occurs from 7 June 1944 on through 17 January 1945--

of course not necesseerily one single individual throughout.

S It is eignificent that ROBERT was alwaya "transmitting" written matter

to the origirator(o) of the messages: the for ""'Robert? has transmitted"

occurs five tines in the index.

S Another individual of particular interost is one whose ame would seem

to begin with E (or, by the more usual transliteration, EE). This may be

ENI (Renry), though there is almost certainly another and more usual

spelling of "Eenry" in the book, GERI OR GE RIB. EENRI? figures in

arrangements for a rendezvous in front of a Mexico City movie house (3. Y.

messags of 14 June 1944); in other messages also he is located in I=RETIA

5 (the Country, cce:vm ae for MICO). In a message of 10 August 1944s there
seems to be talk of calling him bach to TIR (tyre, covermame for New York).

5 Be occurs 21 times, fron 26 May-l0 August 1944. The other group, G iHI,

occurs in messag 799 (below) and perhaps in a message of 1 June 1944

involving the securing of a SEREDHEY (Mexican) visa.

5 Other such names are:

AL' or L' (Al?): occurs 1 October in phrase "Al' or EL'" (both
attempts to render English Al)

DIK (Dick): use 3H0 (Echo) before October 1944; occurs in five
messages, 23 October -26 December 1944.

DONAL'D (Donald): became PILOTT September 1944; this second name

r.ap - in ection 11 below.

- VTN?KAH (Dunca.): occurs in message of 26 my 1944.

S KARL (Carl): was SEAT before October 1944; occurs once
26 December 194 4.

*- -6-
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19. (Continued)

S

GENRI(B) (Eenry): vas TAM before October 1944. See the last -
paragraph above.

DZEOB (John): vas GUDEDN before October 1944; occurs once 14
December 1944, with AMRT

PE!: vas CEDRNOY? (Black) before October 1944.

CHARL'Z (Charles): vas something else until October 1944. S
E.IK?: vas something else until October 1944. 5
BRA7: Canberra, twice 1 September 1945. Seems to have 5

-furnished information on the Australian Security
Service. Same name twice from orv York, 26 July
and 16 August 1944.'

IDD (Claude): Canberra, April-October 1945. E1OD is Canberra's
raguler purveyor of information; he occurs 13 time 5
8 times in the formula "'EDD' has communicated".

NIX (Nick?): 22 July 1944; message contains names DuPont, Ford,
Mellon, Weir, Pew. 5

(CAR3L;Z RM (Charles Buno): in.N.Y. message 14 June 1944, this is the
name EEMR? is to gir± as a password at the
rendezvous.) 5

DORA: in two mesesges, 23 October 1944 and 4 January,
19145.

EDRA (CMra): 23 December 1944. S
OIA: a Washington female agent; name changed to sone- 

thing else in October 1944. Occurs in 2 messages,
3 May and 10 August 1944, both dealing with EDNAR
(that is, probably ERAVCEE). It is planned to

make these messages the subject of a separate repor 5
In the former OLA is described as seeking more
detailed information on the EDMAR affair. In the
latter she has something to do with the supposition
that (does not think that?) DJMAR is staying at 5
209 West 97th Street.

RITA: mentioned 1# August 1944 in the phrase "the first
two parts (of?) the business of RISA". (i2e
message also mentions EOMAR, issue of IA OZ/Mezico
City Com.unist organ/ for 7 June, IT). 5

11. Relationships and Conditions of Age, Station and Calling.

OTCI (Stepfather): in 3 messages, 17 May - 27 December 1944.

STAT (Matobaker: Son- or Daughter-in-law's Father): 23 Aug. and 6 Dec. 194.

-7- S
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19. (Continued)

S

mDUSICA Grananpapa or GriamcaCC:+an ( d > .- o

- 9 yy - 14 August 1944.

!ABOB (Fabob): aprenly a gh Amrican diplomatic official.

Occurs 5 times in 3 messages, 9Y)a, 7 September,

S 14 December 1947; in message of 7 September, in
connection with postwar treatment of Germany.

ATAA (Retman): occurs 4 tines in 3 messages, 17 MAY, 7 June,

5 6 October, 1944.

5 PIIT? (Pilot):. was DONAL'D before September 1944.

12. Mythological Games:

YUPIER (Jupiter): becar.e OBIOL? (Eagle) in October 1944.

" MMES (Ceres): in 4 messages, 4 May - 25 July 1944.

MWZA ( ): 4 July 1944; communicated concerning Secret Funds

(Z."ee. Division, Emerson Bigelow, aid of 92,000,0

Portuguese escudoa, Northern European division of

Secret Inteii1gence Branch, etc.

-EO (Echo): became DZ in October 1944; cccura 14 times, 2 Mag

23 October, 1944.'

GNOM (Gnome): became EV? in September 1944. Occurs 3 times,
18 May, 16 June, 25 July.

13. Names of aninals.

TIUIEN (Seal): 1¢ August 1944, (a EOMAR or Eravcbenko message).

ORIOL? (Eagle): was IOPITEi until October 1944. Occurs .Dec. 19"

LUN' (Hen Barrier): in 4 messages, 3 Iyy- 17 August 1944.

S GDS' (Goose): changed to something else October 1944.

EOMAR (Gnat etc.): rbab covername fo iktor

.
)O~avhenkoFor a complete deeomet of this

idea, a separate report would be necessary. Occurs

in 8 messages so far partly rea, 6 between 3 and

* 23 May, 1944, 2 on 10 Auast, 1944; 3DMAR is the

object of intense interest, nl01412 attempts to

locate hiM (20 My: "is living wiith? X !
in the state of Connecticut etc.').

1 18 
-
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14. Namea of plants.

TIUL*PAN (Tulip): 10 August 1944; (a xDMAR or Kravchenko message)
changed to something beginning with ZAN Sept. 1944. 5

15. Miscellaneous. 5
LIB?? (Lieb?) or possibly LIERAL: was ANTE2KO until Sept. 1944. Occurs

6 times, 22 October - 2$ December 1944. Message of
27 Novembar speaks of his vife EEL, 29 years old 5
married (?) 5 years, ".......husband's work and the
role of MTR(0) and NIL". 5

AMUR? (Amour?): was ZSA---?--et (Jeannette??) before October 1944;
occurs once 14 December 1944 with DZEON.

MEM (lis many other equivalences in the code book, this might have an S
alternative reading,perhaps MNMO; as METR it
means "moter" and as MBO it is a nickname, S
applied for example to the Paris subway system):
was SKAUT until September 1944. Occurs 27 Nov. 194 S
(something about LIB?'s wife Ethel? ?knowing about
her husband's work and the role of METR(O) and NIL;
notice in message 700 below how MlE'1!(0) and NIL com
together). Seems to occur 5 December 1944 in phrae.
"EVK(O) and ?RU7SON (Hughson?)". Note an page 73.
of the Report of the Royal Commission: "Metro.....
... te Embassy of the U.S.S.R."

CAT: cccurs 26 i69y 1944 in phrase "of GRANT and EARL"; S
message mentions PFI (Forces Francais de'l
Interieur?) or possibly a name ending in FlI (FrT).
In 1945, GRANT was used in Canada as the covermme
of Colonel Nikoloy Zabotin, Soviet Military Attache
in Ottawa and head of military intelligence work in 5
Canada (see Report of the Royal Camission).

D4 (M): covername of Titaliy Semionovich Msmluigu in messag "
of 23 August 1944. He was a member of the Soviet
Purchasing Commission, having entered the U.S. In
December 1943. He was still here in September 1946
This name may be EMA, and may be the same EN liste
28 November 1944 (see below).

EANUK? (Cnnck?): Occurs 4 times in 2 messages, 24 July and
1 August 1944.

SI (C?): occurs 23 October and 6 December 1944. 5
PA (Pa?): occurs 14 December 1944. 5

-9-S
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19. (Continued)

- List of 28 Rovenfer 1944; In a message of that date the following names
occur, apparently as operating from New York: ERDG (Circle, or the name

Krug), KIN--7--(vas R--?--OID until October 1944), EMA,. -- 7--, St.-?--
(this word may not be a name) -- tMALIAR (Painter), VN (Jan), ENK........

16. Covernames apparently for places and institutions:

Ancient places (also rivers, etc.).

TIR (Ty--): covername for New York.

SIDOR (Sidon): covername for London.

KAHFAGEI 'Cartbags): covername for Washington.

NIL (ile?): was something beginning with TIT (TUMAI, Miet?)

- until September 1944; linked with METE, which see.

5 17. Geographical features.

5 STRANA (Land, Country): ccver-name for the 'aited States.

5 OSTROV (Island.): covername for Great Britain; changed October 1944.
to something beginning with EK (or E).

- OSRC7TIAIN (Islander): Briton.

DENETrIA (the Country /i.e., rural districts/): covername for Mexico.

SEEESKOY (Country, Rural): Mexican.

i, "Z .I- (Fv l;;;;; v,-YzCau n): Covereord for some nationality, possibly U.S.

S 18. Miscellaneous.

S BABK (the Bank): probably covername for the U.S. State Department;
occurs 24 times, (once in the plural from Canberra,
probably in the literal sense).

- DOM STARIEI (the Old Woman's Bouse): in 2 messages, 26.ley and 10 Aug. 194.

* -10-
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19. Conclusion. 5
In its present state the traffic tends to arouse curiosity 5more thea it does to satisfy it. This uneatisfactory state of affairmakes it imperative that this report be supplemented at intervals. It 5is proposed that such supplements not be complete revisions of this report,but rather be of such a nature that they would be filed with it and used in 5conjunction with it. When enough material has been accumulated, a newreport will be made.

This report incorporates the previous bricf tentative report of

A final reminder of the extremely provisional nature of all assumptions "made in this report is desirable. Future supplements will not fail tospecify those that bare became untenable.
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