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19. (Continued)

TOP-SECRETCREAM

coverrwigs 18 prploatIc TRAFFIC RN

1. Limitatioas cf tho report.

Any m™vert mzde ad this time on ¢Xs contents of treffic encrypted dy the
systen QUPmust necossarily be fraamsntary and subject to correction
in detail, In the zeassges tbat are ir eny degres rezdebls, thers ars large
€aps in 30imtion cf ths cipher key (additive), and in the cods book only about
15 per cent of tho squivalsnces are 1dentilied, sams only tentatively. Both
these dificiencics are constantly being ameliorated, with the result that

such reporis ac tuls will be ontdaied very rapidly usntil & much higher degree of
Trecovery kas een reacked.

2. Cclimtczal informstion.

Tee collatzral informaticn given about tre covernames ia doth scanty and
tontative, for reeeons implied in paragrarh 1. fThe mest reliable data related
to the mamey aze ths dais and place of origin of the messages centaining them.
Since most cf {be rsadable traffic originated ia Kow Jork,_ it vill be racessary
Lo indicats ta» origin cnly in the case of Washington, Cepbeira, and Stockholm
neasages. All the measages uesd ars. dirscted to Moscow. K

3. Use of covernames.
=28 01 coyermares

It is known from the Report of the Foyel Commission fin Canada/ appointed |,
under Order in Council P. C. 411 of Fedruary 5, 1646 (veport dated June 27,
1946) thet egoncies of the Unicn of Soviet Socialist Republics engaged in
conspiratorial activitles ers sccustomsd, for reasons of security, to refer
to persons thai ers furthering these activities by covernames, and in particu-

lar tkat this 18 dens in encrypted messages sent betveen diplcmatic installations
and Moscow. ’ ’

b. Coverncmes in SHNNNNNEND

The treffic encrypted by the systen@iillPcontaine many covernames,
which are definitely proved to bs such by two circumstances, (1) that many of
them are go dssignated in messageas (given as a supplemsnt heroto) that describe
themselves as dsaling with changes in covernames (KLICEKI) and (2) that many
of them aye contained im the formmls: "A (hencefortd B)", ia vhick A is
ovidently tbo real name of the old covercame and B the (new) covernmame.
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19. (Continued)

TFTOP-SECRET GREAM-

The cleesic example for the "henceforth” formula is in a message of
23 August iS4%, New York-Moscow, intarmal address SEMION. There occurs the .
exprossion "MAWMLUIGA Vitaliy Semionovich (henceforth “EM")." Tho next sentence
starts with "FM's". Now, Vitaliy Semiounovich Mamluiga (ususl transliteratiom:
Vitalii Semenorich Menlyga) is the name of a parson known to bave been with
the Soviet Purchasing Commission. Aftesr giving his rams in full, the originator
of the Eezsage gaveo him & covername end immediately proceeded to use it. (EM
18 not kmowm cutside this mossege, the rest of vhich is not yoit roadadle; bdbut
sse ssction 15.) In this csss, whsre porhavs the need for security was not
groat, the coverDamo seems to te ths nams of the inlitjal letter of MAMLUIGA--M.
Thie circumatarce mist no%, hovcver, lead us to employ the term "covername"
for initiels used for the sake of vrevity, the expansica of which is always
evident from other nnss2ges in the Dessage concaiped. (Covernamss themselves
can bs 50 edoreviatad.)

5. Reliebiliyr of "“readings”.

In the foliowlig it must be borze in mind tiat soms of the cevermames are
expressed by z.ugle ccde groups mot yet fewnd in other contexia and others
coniain groups aci yei founi in otker contexis. When any form kes been assumed
For too eguivelizas of auch a group, 1t s lers generslly folloved by a gquestion
bark. The Zcr=s assumsd ara besad (1) on celculations mede possidle by tho fact
that QP use2 & ons-part code axd that complets cns-part codss of the same
longth are aveilahle (this procezs of comparison and celculation bas ylelded
pany values ilet wooe later verified) emd (2) on the analogy of verified cover-
nemes. As mantionod below, ths coverranss fall in part into "fanilies".

6. Families of coverremes.

It bas decome ovident that meny of the coverramss can be put into cate-
gories on tho basia of scme gimilarity betvesn them. In the Report of the
Royml Commieaium ve find the allitereting fawmily BACK, BACON, BADEAU, BAGLEY
(a1l members of the Group "Reecearch”; cf. p. 729). We find a Promotheus that
seema to belong to & "mythology" family, examples of vhich in (P trattic
are Jupiter ard Cer¥a. 3in New York measege 798 appendsd below, we find Erie
1medietely followed by Eurcn (in fact, Eris gave the clue for’'the identi-
fication of Huron). Taere {s a family ofrancient Phoeniclan cities: Carthage,
Tire, and Sidcn.

The errargeman’; of the material frcm this point will be based om such
categories. Firs%i, covornames apparently for persons will be listed: Addresaes,
sigpatures, specificelly Bussian Christien pamesg, Christian names not specifi-
eally Russian, relasionships and conditions of ege, station and calling,
mythological rrmes, remes of animals, names of plants, and miscellansous.

Then coverrames apparently for places and institutions will be listed: Ancient
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19. (Continued)

FOPSEGRETFTGREAM-

places, 5eogziph1cal features, ard miscellansous. Names occwrxing only in
the speci2l coverumme Lessages are sometimss not listed except in the text of
of thoss massages them:glves {ses supplexent).

T. Addresses.

The adiresses and signatures scem to be covernames. The ccnstant address
o Canberra and Stockholm messages and the eddress of by far the greater part
ol ths Iew York moseages is oXproseed by a group falling in the book Just before
the group for VIL and five plsces &ftar the group for ViZ,a (viea). All . .
probabiliyica favor the value VIETCR(as an address, 1t is to be read in the
dative case: VIEJORY, to Victor).. The only other occwrzence of the group is
in the spoliing VIKTORII (in which, unfortunately, II can be secured only by
sssuning a cne-digit garble) in the expresaion Bf Victoria and New South Wales."

Hew York msscages show at least throe other addresses: 8 OTIELU (to the
Eighta Divicicon of Lepertzsnt) and SEMIONU (to Simeon or Simon), both confirmed
froen otker nnes, ané a grenp falling two places aftsr PETER, hence perhaps

PIOTR (Fetor; or PETROV or the like.

Tae frscuency of VIXTORU in the latest index is 2k foxr Cenberrs, % for
Stockholm, «0d €or New York 2¢6. Nev York four times follows this by 8
OTDELU (uith a separsting dash or period), Canberra 5 times with a period
botveea and cnce withovi--once Canberrs has simply VIKTORU 8. New York also
has VIOICRU, SEMIONU twice, VIXTORU, BORIS(7)OVU once, and cnce VIKTORU OT |
KOMISSARI{?)AT(A?) (to Victor from the Commissari(?)at($?). Canberra
les cna YIKTORU SEMIONU.

SEMIORT cccurs 22 times as an address from Rew York (twice after VIKTORU),
once from Cecbestu (after VIKTORU). All cccurrences are after 19 July 19Lk.

& OTDELIT occura 22 times » 11 of theee after VIKTORU (with ¢> witbout
separating reriod or dach). One Ceaberra meesage begirs ™To Victor. In reply
to your tolegram ¥o. 2383. 8 ommEL(D)." M

"PZTROVU", or whatever it is, 15 an address at loast 7 times, all from
Wew York, from May tc August 194h. (The group cccurs in b other pecsages,
twice procedad by TGVARISECH, "Comrade"; once in a Canderra message. Note .
that in all indications of frequency, unless othervise stated, anti-garble
repetitions have been eliminated.) - ’ .

BRIS(?7)OV occurs once in the phrase VIKTORU, BORIS(2)OVU" from
Hew York, 17 August 194h. .

-3
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19. (Continued)

TFOPSEGREFGREAM

8. signaturse.

qhe conatent Canberra signature is & group that has deen
tentesively zngged TEFIM (Joachim). Only one cese of a Washington
eigoature {1} is known, & group presmably in the range of VAV to
VAX. It could be somothing liks VAVILOV or even VARH (Bacchus).
No Stockholm signatures are known.

The most fragueat Kev York signature is MAY, vith an overall
frequsccy of 164, cnly & handful of which occurrences ars mot
signacures. Cccasicnally, to distingnish bie ovn remarks from a
documant ke s transmitiing, ¥AY will use the expressicn "PRIMUCEANIYE
MAYA" (Mey's note), tbna canfirming that MAY is a signature and that the
value of 4he oleratuve group 1s MAY (for MAYA 1s a different group and
certeinly msais "cf Msy" in dates). :

Another sizceture, in sbout the range for ANTOH {Anthony), occurs
1§ times {Ze’ Tork).. Oace (i2 Decezder 1944) the fora is "ALTON (%)
and MAK" (VAT is possibly a gerdle for MAY). All occurrences ars
from Octover 19%h to Jamuary 1S45. Tbe nams also occwra in the text
8 times {(gsv York. May-Decemser ighlh}. ID & messege of 23 August 19kk,
ANTOR {2) is sssociated with SERGEY (?) end AXIM,. apparently in commeciicn
«with soutzvestarn fectories eni plants. :

A gigcature in +he right range for BORIS occurs &t least twice
as a Sov York sigrature, ca 23 October end 31 December i9h%.

8aRGTY (7) (Sersiua): Thers ave 2 candidates for this value.
One occurs £ Septerbar 1G44 ard 11 Jemuary 1945; the other occurs
17 times, £ May 1G#: - 15 Jarzary 19%5. The second oms is associated
with AFTOF (%) ead ARIM {see esctiom &) .

ALEESEY (Alexie): occurs 5 times, 9 May - 1% December 19%4.

97




19. (Continued)

TOPSEGRETGREAM

colebrated folinz, his neres kept vanishing. Shortly after my labor
sditorship bagen, he suddenly comverted himeelf into "Comrade Peters”
and then into "Comrade Steve" epd then, after e long time, back to
nComrada Robarts®. It kept cne busy trying to keep up with thege transe
formationa. )

Before the publication of Budenz's beok, certain groups had tesntatively
been 1dentified as equivalent to RICEARD, ROEERT, and the like. That such
pemes occu> in the code book has been emply verified, e.g. by the message of
2 December 1Gki, listing nuclear physicists end mathemsticians. To serve as
surnames in céeily colloduy, some of these names vould have to take cn an S.

The grous that ecems to stand for ROEERT {it foliovs mext after RO)
oceurs % times. Tus group for RICEARD (2 places bsyond RIT) cccurs 6 times
(plus orce 1in RICBAKD? PAIMER). Eoth ave restricted to Bov York mecoages.
RICEARD 1e the new ccvornsme giver in Sopteumber 1944 to scmeons whose
previous (cover?) name ssems to have bogua with 10 (s20 =sssage T¢¥ appende
belov). A ROBERT occure from 7 Juce 19%% on througk 17 January 1945--
of course not nsceserrily ons single individual throughout.

It 13 eiznificcnt that ROFERT wes alvaya "transmitting” wriiten zatter
to the crigicator(s) of the mesaeges: tie formzla “Robert? has trersmitted”

ccsurs five ¢imes 1 the index.

Another ipdiviéuel of perdteular interost is ona vhose nzme would seex
4o begin vith EE (or, by the more usual translitsraticn, KEE). Tbis may be
EENRI (Benry), though there ls almost certainly another and more usual
spelling of “Lerry” in the book, GEHRI CR CEPRIE. EENRI? £igures in
arrengomerts for a rendezvons ia froat of e Mexico City movie house (x. Y.
messega of 1b Jume 10kB); 1n otber messages also be is lccatsd in DEREVEIA
(the Country, covesmrme for MEXICO). Ia & message of 14 Angust 1Ghk there
seema to be talk of calling hinm back to TIR (Tyre, covername for Hew York).
He occurs 21 times, fron 25 May-19 August 1S4b. The other group, GENRI,
occurs in messagp 755 (belov) snd perhaps in a messegoe of 1 Juns 19kt
involving the securing of e IEREVEHSEDY (Mexican) visa.

Other such n2ues 219;

AL’ or EL° (Al?): occurs 1 October in phrase "Al® or EL'" (both
' attempts to render English All) -

DIX (Tiex): was EEO (Bcho) before October 1Skk; occurs in five
messages, 23 October -26 December 194h.

DONAL’D {Domald): became PILOT? September 19kk; this second name
arpsars in =sction 1) below.

DUN?EAN (Duncaz): occurs in messege of 26 May 194h.

KARL (Carl): wae SEAT before October 19ik; occurs once
26 December 195%.

b6 -
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19. (Continued)

TOPSECRETEREAM

GEFRI(H) (Benry):

DZEON (John):

PETER:

CHARL'Z (Charles):

ERIKY:
BER?:

KLOD (Claude):

BIK (Bick?):

DORA:

EDRA (Cora):

OLA:

wes TAM before October 194h. Ses tho last
paragraph above.

was GUDZON befores Octobsr 154h; occurs once 1b
December 1S4k, vith AMIR?

was CECRROY? (Black) before October 19kh.
wvas scxething else until October 154k,
vas scmething else until October 19k,

Canberra, twice 1 September 1945. Seems to have

-furnisied informaticn on the Australian Security

Service. Same pams twice fram Nev York, 26 July
and 16 August 194%.!

Canberra, April-October 19%5. KIOD is Canberra‘'s
raguler purveyn‘- of information; he occurs 13 time
8 timss in the Zormml2 "'KIOD® has commmicated".

22 July 154%; mssase contains names DuPont, Ford,
Msllon, Weir, Pew.

. (CHARL’Z FRUXD (Cherles Pruno): 4n H.Y. meaaaee 1% Juxe 19%%, this 1s the

name HENRI? 18 to give as & pagsword at the
Tendezvous.}

in two messages, 23 October 1544 anvd 4 January,
1945,

29 December 1944,

& Washington famale agent; nams changed to some-
thing else in Octoder 194k. Occurs in 2 meassages,
3 May and 1f Augnst 1G4k, both dsaling with EDMAR
(that is, probably ERAVCHERED). It is plamned to
make these messages the sudbject of a separate repor
In the former OIA is deacribed as seeking more
detatled information on the XOMAR affair. In the
latter ghe hag something to do with the supposition
that (does not think thatt) xom is staying at
279 Weat $Tth Street.

mtioned 1¢ August 19## in the phrase "the first

tvo parts (of?) the business of RIM". (The

message also mentions EDMAR, issue of IA voz/lbxieo
City Communist organ/ for 7 June, HEMRI?).

11. Relaticnships and Conditions of Ags, Staticn and Calling.

OTCEIM (Stepfathor):

in 3 messages, 17 May - 27 December 198%.

SVAT (Matchmeler: Son~ or Dsughter-in-lav's Patber): 23 Aug. and 6 Dec. 19hk.

-7-
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19. (Continued)

13.

TEDUSHKA (Crsnapapa Or Gzasuaruay )t

FABOB (Fabob):

ATAMAY (Hetman):
PIIOT? {Pllot):

Mytholozicel Ranes:
YUPITER (Jupiter):
SERES (Ceme):

MUZA (Muse):

EEO (Ecao):
GxoM (Cooms):

Rames of anirals.
TTCLER® (Seal):
ORIOL? (Eagle):
on* (Een Barrier):
GUs* (Goose):
KOMAR (Gnat etc.):

COCians 5 cedud s b =EIINGRE;

9 May - 14 August 194k,
apparently a high Amsrican diplomatic official.

" occurs 5 times in 3 messeges, 9 ¥ay, T September,

14 pecember 1947; 1in messege of 7 September, in
connsction with postwar treatment of Germany.

oceurs 4 times in 3 messages, 17 May, T June,

6 October, 194k.

was DOEAL®D before September 1944,

becare OKIOL? (Esgle) in October 194k .
in & messeges, b Mey - 25 Jul¥ 194k,

§ July 19hb; communicated concerning Secret Funds
pivision, Emerson Bigelov, ald of 92,009,999
Portuguose escudoa, Northsrn Europeen division of

Secret Intelligence Branch, etc.
Became DTX in October 1ghk; ceccura 14 times, 2 May
23 October, 1G4k.*

beceme YAROV? in September 1S4k. Cccurs 3 timss,
18 May, 15 June, 25 July.

1f Angust 19k, (e KOMAR or gravchenko message) -
was YUPITER until October 194, Coccurs 5. Dec. 1gkk
in b meseages, 3 May- 17 August 1644,

changed to something else October 194k .

bably covername for Viktor
Kravchenko., For a complots development of this
1dea, & separate report would be nscessary. Occurt
in 8 megsages o far partly Tesd, 6 betveen 3 snd
23 May, 15bb, 2 on 1§ August, 15hh; XOMAR is the
object of intense intersst, including attempts to
locate him (2§ May: "is living vith? KERENSKOY
1D the state of Cammecticut etc.”).

«8-
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19. (Continued)

1%,

15.

TOPSECGRETGREAM

Names of plants.

TIUL*PAR (Tulip):

Miscellsnoous.

1§ August 19%4; (a EOMAR or Kravchenko message)
changsd to something beginning with KAN Sept. 19%%.

LIB?? (Lieb?) or possibly LIBERAL: was ANTENKO until Sept. 154h. Occurs

AMIR? (Amour?):

6 times, 22 October - 2¢ Lecember 194%. Message of
27 Kovembar spsaks of his wils ETHRL, 29 years old
earried (2) 5 yoars, ".......husband's wvork and the
role of MIIR(0) ard FIL".

vas ZEA---7--6t (Jesnnette?l) bofore October 10hh;
occurs cnce lk December 1944 with DZEON.

METR (liko many other equivalences in the cods book, this might have en

GRART:

M (M):

EANUE? (Canmnck?):

sT (C7):

PA (Pa?):

elternative reading,perbaps MEIRO; as METR it
means "metor” and as METRO it is & nicknawe,
applied for example to the Paris subway eystem):
vas SXAUT until September 19khk. Occurs 27 Hov. 19k
(somethirg about LIB?'s wife Ethel? tkuowing about
her husdand's vork and the role of METR(O) and RIL;
notics in measage TP¢ belov how METR(O) and NIL com
togeticr). Seema 4o occur 5 December 1G4k in phras
"METR{0) and ?EYUISON (Bughson?)". Kote on page T3
of the Report of the Royal Commission: "Metro.....

««.The Embassy of ths U.S.S.R."

cccura 26 Hay 1944 in phrase "of GRART and EARL";
messgage mentions FFI (Forces Francais de'l
Intérisuzrt) or possibly a name ending in FFI (FFY).
In 1945, GRAUNT was used in Canada as the covermme
of Colomel Nikoloy Zabotin, Soviet Military Attacke
in Ottawva and head of militery intolligence work 4in
Canada (see Report of the Royal Commission).

covernane of Vitaliy Semiomovich Mamluigu in messag
of 23 August 1944. He vas a member of the Soviet
Purckasing Conmigsion, having entered the U.S. in
Decezmber 19%3. He vwas still here in September 1986
This nemo may be EMA, and may bde the same EMA liste
28 November 1944 (see below).

Occurs 4 times 1n 2 messages, 2k July and
1 August 1944,

occurs 23 October and 6 December 194b.

occurs 14 December 1544.

-9 -
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19. (Continued)

16.

17.

List of 28 Fovenber 19hk; 1in a message of ihiat date the following pames
occur, appavently as operating from New York: ERUG (Circle, or the name

Krug), KIN-o?-=(¥as R-o7--0LOV until October 1944}, EMA, -ef-e, Ste=?--
(thls word mey not be & nams) --MALIAR (Painter), WAR (Jan), ERK........

Covernames apparently for places and institutioms:

Ancient places (also rivers, etc.).

TIR (Ty>s): covername for New York.

SIDOR (Sidcn): covernaus for Lendonm.

EARFAGET /Carthags): covername for Washington.

NIL {File?): was somsthing beginning with TU (TWAR, Mist?)

until September 1944; linked with METR, which see.

Ceopraphical features.

STRAFA {land, Couniry): ccvername for the Thited States.

OSTROV ‘Island): .covername for Creat Eritain; changed October 194k,
’ to scmething beginaing with EK (or EX).

OSTRCYITIARIN (Islander): Briton.

DEREVRIA (the Country fi.e., rural districts/): covernsme for Mexico.
TEREVERSKOY (Country, Rural): Mexican.

ZEMIIAY (Follow Coumtsymen): Coverword for some naticnality, possidly U.S.

Miscellanecus.

BANK (the Bank): provably covername for the U.S. State Depertmsnt;
occura 24 times, (once in the plural from Canberrs,
probably in the literal sense). ’

TOM STARUHI (tbe 01d Woman's Eonse): in 2 measages, 26 May and 1ff Aug. 19%%.

-1 -
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19. (Continued)

19. Conclasion.

. ’
In 1ta prescot state the QPP traffic tends to arouss curtosity )/

more than 1t does to satiefy 1t. Thia unsatisfactory state of affairs

makes 1t imperative that this report be supplexented at intervals. It

is proposed that such supplemsnts not deo complete revisions of this Treport,

dut rathsr de of such a nature thet they would be filed with 1t and used in

conjunctlon with 1t. When enough materisl hag been accummlated, a pev
report will bs msde.

This report incorporates the previous bric? tentative report of \
2§ June 1947. .

A ﬁﬁal reminder of the extremely provisional mature of all agsumpticns
made in this report ie desiradle., Future supplements vill not fail to
specify those tbat bave becomo unteradle.
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